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Diéu kién va biéu khoan vé Bao vé Dit liéu ca nhan nay (“Piéu khoan BVDLCN") quy dinh cac nguyén
tac, pham vi, muc dich, phuong thirc x(r ly, quyén va nghia vu clia cac bén lién quan dén viéc xur ly DI
liéu c& nhan khi st dung san pham, dich vu hodc phat sinh quan hé vdi TPS.

Trong Diéu khodn BVDLCN nay, TPS cd thé Ia Bén ki€ém soat DI liéu c& nhén, Bén x{r ly DT liéu ca
nhan, Bén kiém soat va xt ly D{ liéu cd nhan va/hodc Bén th( ba c6 lién quan dén xu ly Dt liéu ca
nhan, tly tirng ngif canh, tuy tirng trudng hgp khi TPS thuc hién x{r ly DI liéu ca nhan.

Piéu 1. Giai thich tir ngiv

1.
2.
3.

“TPS” |la Céng ty C& phan Chiing khoan Tién Phong.
“Chu thé dir liéu” |3 ¢4 nhan dugc DT liéu ca nhan phan anh.

“Khach hang” 1a ngudi tiép can, tim hiéu, d&ng ky, st dung hodc c6 lién quan trong qué trinh
hoat déng, cung c&p céc san pham, dich vu ctia TPS hodc cac hoat ddng khac thudc Hé sinh thai
TPBank. Tai Diéu khoan BVDLCN nay, Khach hang cé thé 1a Cha thé dir liéu hodc la Bén cung
cép DI liéu c& nhan ctia Chu thé dir liéu cho TPS.

“Dir liéu ca nhan” la dit liéu s6 hoac thong tin dudi dang khac xac dinh hodc gilp xac dinh mét
con ngudi cu thé, bao gdm: D{I liéu cd nhan co ban va DI liéu cd nhan nhay cam. Di¥ liéu ca
nhan sau khi kht* nhan dang (khdng thé xdc dinh hodc khdng thé gidp xac dinh duoc mdt con
nguoi cu thé) sé khdng con la DI liéu ca nhan.

“Dif liéu ca nhan co ban” 1a Dt liéu cd nhan phan anh cac yéu t6 nhan thén, lai lich phd bién,
thudng xuyén st dung trong cac giao dich, quan hé xa hoi, bao gom:

a) Ho, chir dém va tén khai sinh, tén goi khac (néu cd);

b)  Ngay, thang, nam sinh; ngay, thang, nam chét hodc mat tich;

¢)  Gidi tinh;

d)  Ngi sinh, ngi dang ky khai sinh, ngi dang ky thugng trd, ngi dang ky tam trd, noi & hién
tai, qué quan, dia chi lién hé;

e)  Qudc tich;

f) Hinh &nh clia ca nhan;

g) S8 dién thoai, s6 dinh danh ca nhan, s6 hd chiéu, s6 gidy phép lai xe, s6 bién s6 xe;

h)  Tinh trang hon nhan;

i) Thong tin vé mdi quan hé gia dinh (cha me, con, vg, chdng);

i) Thong tin vé tai khoan s6 cla ca nhan;

k) Cé(; thong tin khac gén lién v8i mot con ngudi cu thé hodc gilip xac dinh mdt con ngudi cu
thé khong thudc quy dinh tai Khoan 6 cta Diéu nay.

“Dir liéu ca nhan nhay cam” |a DI liéu ca nhan gan lién vai quyén riéng tu cia ca nhan, khi
bi xdm pham sé& gy anh hudng truc tiép dén quyén, Igi ich hgp phap clia co quan, td chirc, ca
nhan, bao gém:

a) DU liéu tiét 16 ngudn goc chiing tdc, ngudn goc dan toc;

b)  Quan diém vé chinh tri, tdn gido, tin ngudng;

c)  Thong tin vé ddi sdng riéng tu, bi mat ca nhan, bi mat gia dinh;
d) Tinh trang sic khoe;

e) DI liéu sinh tréc hoc, ddc diém di truyén;

1 This document is made available in both Vietnamese and English. In the case of any inconsistency or discrepancy between the
two versions, the Vietnamese version shall prevail.
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10.

11.

12.
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14.

15.

16.

17.
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f) DT liéu tiét 16 dgi song tinh duc, xu hudng tinh duc cla ca nhan;

g) DU liéu vé t6i pham, vi pham phap luat dugc thu thap, luu trlt bai cac cg quan thuc thi
phap luat;

h) Vi tri cla ca nhan dudc xac dinh qua dich vu dinh vi;

i) Théng tin tén déng nhap va mét khau truy cp tai khoan dinh danh dién tr cla ca nhén;
hinh &nh thé can cudc, thé can cudc cong dan, chirng minh nhan dan;

j) Tén déng nhdp, mat khau truy cdp cua tai khodn ngan hang; théng tin thé ngan hang, dir
liéu vé lich str giao dich cla tai khoan ngan hang; thdng tin tai chinh, tin dung va cac théng
tin v& hoat ddng, lich st giao dich tai chinh, chirng khodn, bao hiém cla khach hang tai
cac td chic tin dung, chi nhanh ngén hang nudc ngoai, té chirc cung Ung dich vu trung
gian thanh toan, chitng khoan, bao hiém, céac td chirc dugc phép khac;

k) DU liéu theo ddi hanh vi, hoat dong str dung dich vu vién thong, mang x& hdi, dich vu
truyén thong truc tuyén va cac dich vu khac trén khéng gian mang;

1) D liéu ca nhan khac dugc phap luat quy dinh can gilr bi mat hodc can cé bién phap bao
mat chat ché.

“Bao vé Dir liéu ca nhan” 13 viéc cd quan, t& chirc, cd nhan st dung luc lugng, phudng tién,
bién phap dé phong/chong hoat dong xam pham Dif li€u ca nhan.

“Xtr ly Dir liéu ca nhan” la hoat dong tac dong dén Dif liéu ca nhan, bao gom mdt hodc nhiéu
hoat dong nhu sau: thu thap, phan tich, tdng hgp, ma hda, giai ma, chinh stra, xda, hly, khi
nhén dang, cung cép, cdng khai, chuyén giao D liéu ca nhan, x(r ly dit liéu trong Hé théng phan
tich dir liéu 16n theo Khoan 15 Dbiéu nay va hoat dong khac tac dong dén DU liéu ca nhan, bao
gom ca trudng hgp xur ly DI liéu ca nhan tu dong theo Khoan 16 Diéu nay.

“Bén cung cap Dir liéu ca nhan” 13 t& chiic, c& nhan cung cdp DIt liéu ca nhan cua Chu thé
dit liéu cho TPS trén cd s¢ dugc Chu thé dir liéu Gy quyén, dong y hodc theo cén clr phap ly khac
theo quy dinh cla phap luat.

“Bén kiém soat Dir liéu ca nhan” 1a cd quan, td chic, ca nhan quyét dinh muc dich va phucng
tién x{r ly DT liéu ca nhan.

“Bén xtr ly Dir liéu ca nhan” la cd quan, t6 chiic, ca nhan thuc hién viéc xtr ly DT liéu ca nhan
theo yéu cu cta Bén kiém soét Dif liéu ca nhan hodc Bén kiém soét va x{r ly Dt liéu ca nhan
thong qua hgp dong.

“Bén kiém soat va xir ly Dir liéu ca nhan” |a co quan, t6 chirc, ca nhan quyét dinh muc dich,
phuang tién va truc tiép xtr ly DI liéu ca nhan.

“Bén thir ba” 13 td chirc, ca nhan ngoai Chl thé dif liéu, Bén kiém soat Dif liéu ca nhan, Bén xur
ly DT liéu c& nhan, Bén kiém soat va xu ly DT liéu cd nhan tham gia vao viéc xr ly DIt liéu ca
nhan theo quy dinh ctia phap luat.

“Hé sinh thai TPBank” bao gom TPS, Ngan hang TMCP Tién Phong (TPBank) vdi tu cach cong
ty me clia TPS va cac cong ty con, cong ty lién két ciia TPBank hodc TPS, cong ty khac dugc két
n6i thdng qua quan hé hgp tac véi TPBank hodc TPS trong viéc cung cdp san pham, dich vu, thic
day kinh doanh va ho trg lan nhau nhdm tao ra nhitng gia tri cdng hudng, phat trién bén virng
va mang dén cho Khach hang nhitng san pham, dich vu va trai nghiém tai chinh, phi tai chinh
toan dién.

“Cookies” Ia mét tép nhd dudc dit trén thiét bi ctia Chu thé dir liéu khi Chu thé dif liéu truy cap
mot trang tin dién tir. N6 ghi lai thong tin vé thiét bi, trinh duyét cia Cha thé dif liéu va trong
mot s trudng hap, sé thich va thdi quen duyét tin dién ti cia Chu thé dir liéu.

“Hé thong phan tich dir liéu Idn” |a hé thong thuc hién viéc thu thap, luu trf, x ly va phan
tich dit liéu (bao gom Dif li€u ca nhan) & quy mo I8n, co tinh lién tuc va tu dong, di liéu dugc
tich hgp tir nhiéu ngudn khac nhau, cho phép phéan tich hanh vi ctia chl thé dit liéu, phan loai
ngudi dung, du doan xu hudng hodc tao ra cac két luan phuc vu hoat déng quan ly, kinh doanh
va ra quyét dinh.

“Xtr ly D liéu ca nhan tu dong” la viéc thuc hién mot hodc nhiéu hoat dong x(r ly DT liéu ca
nhan bang hé théng thdng tin, phan mém, tri tué nhan tao (AI) hodc cac cong nghé tu dong
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khac, trong dé qua trinh x{ ly dugc thuc hién tu dong, khéng cd hoac cé rat it sy can thiép truc
ti€p clia con ngudi trong tirng budc x{r ly, nhdm thu thap, ghi nhan, Iluu trir, phan tich, déi chiéu,
suy luan, phan loai, danh gia, du doan, ca nhan hda hodc tao ra két qua, khuyén nghi, quyét
dinh hodc cac thdng tin khac lién quan dén Chu thé dit liéu. Cac thudt todn, mé hinh va quy trinh
XU ly 6 thé dugc cap nhét, diéu chinh hodc cai tién trong qué trinh vdn hanh nhdm nang cao
chét lugng x( ly dif liéu, quan tri rdi ro, phat tri€n san pham, dich vu va t6i uu hda trai nghiém
cta Khach hang.

Piéu 2. Nguyén tic xir ly Dif liéu ca nhan

1.

TPS sé tién hanh thu thap, x& ly, luu tri, sir dung, cung cip, chia sé, chuyén giao va thuc hién
céc hoat déng xr ly dif liéu cd nhan khac cta Cha thé dir liéu theo ding quy dinh clia Ludt Bao
vé DI liéu ca nhan, phu hgp vdi chirc nang, pham vi hoat déng ctia TPS va biéu khoan BVDLCN
nay.

TPS thuc hién viéc x(r ly DT liéu ca nhén trén cd sG cac nguyén tc sau day:

a)  Dung muc dich: DT liéu ca nhan chi dugc x&r ly cho cadc muc dich da dugc TPS théng bao
cho Chu thé dit liéu hodc cac muc dich khac theo quy dinh clia phap luét.

b)  Hdp phap, cong khai va minh bach: Viéc xr ly D{ liéu ca nhan dugc thuc hién trén cg s@
phu hdp véi quy dinh cla phap luét; Cha thé dif liéu dudc thdng béo vé cac ndi dung theo
quy dinh cta phap luat, trir trudng hop phap luét cd quy dinh khac hodc TPS va Chu thé
dir liéu co théa thuan khac.

c)  Té&i thiéu hda dir liéu: TPS chi thu thap va xir ly cac DIt liéu cd nhan can thiét, phlu hop véi
muc dich x{ ly, pham vi cung cdp san pham, dich vu, quan tri rui ro, thuc hién nghia vu
theo hgp doéng va cac nghia vu theo quy dinh cla phap luat.

d)  Dam bao tinh chinh xac: TPS ap dung cac bién phap hgp ly nhdm bao dam D liéu ca nhan
dudc cdp nhét, day du va chinh xac trong pham vi di liéu do Chu thé dit liéu cung cap
hoac TPS dugc phép thu thap theo quy dinh cla phap luat.

e)  Gidi han thdi gian luu trir: DI liéu c& nhan dudc luu trif trong thdi gian can thiét dé thuc
hién muc dich x{r ly, thuc hién hgp dong, giadi quyét khi€u nai, tranh chap, thuc hién nghia
vu phap ly clia TPS hodc trong thgi han khac theo quy dinh cta phap luat.

f) Bao dam an toan, bao méat: TPS ap dung cac bién phap quan ly, k§ thut va t& chirc phu
hgp nhdm bao vé dit liéu cd nhan khoi viéc truy cap, st dung, tiét 16, thay déi hodc hay
hoai trai phép; dong thdi kiém soat viéc ti€p can di liéu theo nguyén tic phan quyén va
nhu cau cong viéc.

g)  Chiu trach nhiém: TPS chiu trach nhiém d6i véi viéc xtr ly dit liéu ca nhan thudc pham vi
quan ly cia minh theo quy dinh cta phap luat va thudng xuyén ra soat, cap nhat cac bién
phap bao vé DIt liéu ca nhan nham bao dam tuan thi quy dinh cta phap luat.

Trudng hop phap luat quy dinh viéc x&r ly DI liéu ca nhan phai ¢ su dong y clia Chl thé dif liéu
thi TPS chi thuc hién viéc x(r ly sau khi da cé su dong y hdp € hoac thudc trudng hgp phap luat
cho phép x{r ly ma khéng can cd su’ dong y cua Chu thé dit liéu.

Viéc x(r ly dit liéu ca nhan cta TPS ludn bao dam can bang gitta quyén, Igi ich hdp phap clia Chu
thé dir liéu véGi quyén, Igi ich hgp phap cua TPS trong viéc cung cdp san pham, dich vu, quan tri
rdi ro, phodng/chdng gian 1an, phong/chéng rira tién, tai trg khing b, tai trg phd bién vii khi hiy
diét hang loat va thuc hién cac nghia vu theo quy dinh cta phap luat.

Piéu 3. Mucdich xtr ly Dir liéu ca nhan
TPS cb thé xr ly DI liéu c& nhan clia Khach hang, Chu thé dit liéu cho cac muc dich dudi day.

1.

Thiét Iap, duy tri va quan ly quan hé véi Khach hang, Chu thé dir liéu; cung cép, quan
ly va van hanh cac san pham, dich vu ctia TPS, bao gém nhung khong gidi han cac muc
dich sau:

a) Nhén biét, xadc minh, xac thuc va cdp nhat thdng tin Khach hang, Chu thé dir liéu
(KYC/eKYC); xac dinh tu cach phap ly, nang luc hanh vi, tu cdch nha dau tu, phan loai
Khach hang, danh gia tinh phu hdp clia san pham, dich vu; thuc hién cac bién phap
phong/chdng rira tién, tai trg khing bs, phong/chdng phé bién vii khi hdy diét hang loat,
phong/ch6ng gian 1an va cac yéu cau tuan thu theo quy dinh cua phap luat;
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b)

0)

d)

e)

9)

h)

Tiép nhan, thdm dinh va quyét dinh viéc md, quan ly, thay déi, tam ngirng, phong toa
hodc chdm dut tai khoan; xac 1ap, thuc hién, sira ddi, bo sung, gia han hodc chdm dit hgp
ddng, thoa thuén va céc giao dich lién quan dén san pham, dich vu cta TPS;

Cung cép cac san pham, dich vu cia TPS, bao gdm nhung khdng gidi han dich vu mdi gidi
chirng khoan, Iuu ky chitng khoan, giao dich ky quy, (ng trudc tién ban chirng khoan, tu
van dau tu chdng khoan, tu van tai chinh doanh nghiép, bao lanh phat hanh, dai ly phat
hanh, dai ly déng ky, dai ly luu ky, dai ly thanh todn trai phiéu, quan Iy s& déng ky ngudi
sd hitu trdi phiéu va cac san pham, dich vu chitng khodn khac theo quy dinh cta phap
luat;

Tiép nhén, x{ ly, xac nhan, stra ddi, hdy hodc tir chdi 1énh giao dich; thuc hién cac nghiép
vu déng ky, luu ky, bu trlr, thanh todn, d6i soat, chuyén quyén s& hitu chirng khoan, thuc
hién quyén d6i vdi chirng khoan va cac nghiép vu phat sinh khac lién quan dén viéc cung
cép san pham, dich vu;

Quan ly ho sg, tai khoan, tai san, danh muc dau tu, lich st giao dich, lich st st dung san
pham, dich vu, thdng tin dinh danh, thong tin tai chinh, théng tin lién hé va céc thdng tin
khac phat sinh trong qua trinh thiét 1ap, duy tri va thuc hién quan hé véi Khach hang;

Thuc hién hach toan, k€ toan, déi soat, thu phi, thanh toan, quyét toan va cac nghia vu tai
chinh phat sinh tir viéc cung cap san pham, dich vu;

Lién hé véi Khach hang dé cung cap thdng tin, théng bao, xac nhan giao dich, canh béo
rui ro, ho trg ky thuat, cham séc khach hang, ti€p nhan va gidi quyét yéu cau, phan anh,
khiu nai, tranh chap hodc cac van dé phat sinh trong qué trinh st dung san pham, dich
vu;

Phan tich nhu cau, muc tiéu dau tu, khau vi rli ro, kha ndng tai chinh, hanh vi va lich s
sir dung san pham, dich vu ctia Khach hang nhdm tu van, dé xuét, cd nhan hda hodc tich
hgp cac san phdm, dich vu clia TPS phu hgp véi nhu cau cta Khach hang, trén cd sé tuan
thu quy dinh cta phap luat.

Panh gia nhu ciu, muc tiéu va dic diém cua Khach hang dé cung cip dich vu tu vin
dau tu, quan ly tai san, quan ly danh muc dau tu va cac giai phap tai chinh toan dién
cua TPS, bao gobm nhung khong gidi han cac muc dich sau:

a)

b)

c)

d)

Phén tich thdng tin, tinh hinh tai chinh, nhu cdu, muc tiéu dau tu, khau vi rdi ro, kha nang
chiu rui ro, kinh nghiém dau tu, lich sir giao dich va cac thong tin khac cla Khach hang
nham danh gia mic dé phu hgp clia san phdm, dich vu va xay dung cac giai phap tu van
phu hgp;

Cung cap dich vu tu van dau tu chiing khoan, tu van tai chinh doanh nghiép, tu van cau
tric giao dich, quan ly tai san, quan ly danh muc dau tu va cac dich vu tu van khac theo
quy dinh cua phap luat;

Pé xuat, thiét k€, ca nhan hda hodc diéu chinh danh muc dau tu, chién lugc dau tu, ké
hoach phan bd tai san va cac giai phap quan ly tai san phu hgp véi nhu cau, muc tiéu dau
tu, kha ndng tai chinh va khau vi rui ro ciia Khach hang;

Pé xuét, gidi thiéu hodc hd trg Khach hang ti€p can cac san pham, dich vu cia TPS nhdm
cung cap cac giai phap tai chinh toan dién, bao gdm nhung khdng gidi han cac san pham,
dich vu vé chiing khoén va cac san pham, dich vu hgp phap khac theo tirng thdi ky;

Theo ddi, danh gia hiéu qua dau tu, bién ddng danh muc, mdc d6 phi hdp clia san pham,
dich vu va cap nhat, diéu chinh cac khuyén nghi, giai phap dau tu hodc giai phap tai chinh
theo nhu cau ctia Khach hang va dién bién cuda thi trudng;

Lién hé vdi Khach hang dé cung cdp bdo cdo, khuyén nghi dau tu, thdng tin thi trudng, co
hoi dau tu, canh bao rdi ro, ban tin phan tich, hdi thao chuyén dé va cac thong tin khac
lien quan dén dich vu tu van, trén cd sd tuan thu quy dinh cla phap luét.

Tham dinh, cung cap, quan ly va kiém soat ri ro doi véi cac san pham, dich vu cé phat
sinh cap tin dung hoac cho vay, bao gém nhung khong gigi han cac muc dich sau:

a)

Tham dinh, danh gid va quyét dinh viéc cap, diéu chinh, gia han, tam nglirg hodc chdm
dit han mdc giao dich ky quy, ('ng trudc tién ban chiing khoan va cac san pham, dich vu
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b)

<)

d)

9)

¢6 phat sinh cap tin dung, nghia vu thanh toan hodc nghia vu tai chinh khac do TPS cung
cap theo ting thdi ky;

DPanh giad nang luc tai chinh, kha nang thanh toan, lich st giao dich, mic do tin nhiém, tai
san, tai san bao dam, ty 1€ an toan va cac yéu td khac nhdm phuc vu viéc tham dinh, quan
ly va kiém soat rui ro d6i v@i cac san pham, dich vu quy dinh tai Muc nay;

Quan ly tai san bao dam, tai san ky quy, ty 1€ ky quy, ty |é an toan; thuc hién goi ky quy
b8 sung (margin call), ban giai chap (force sell), xr ly tai san bdo dam, thu hdi cac khoan
phai thu, can trlr, phong tda, khau trir hodc ap dung cac bién phap x{ ly khac theo hgp
dong, théa thuan va quy dinh cua phap luat;

Theo ddi, gidm sat, canh bdo sém va ki€ém soét cac rdi ro lién quan dén kha ndng thanh
toan, bién dong gia tri tai san bao dam, gidi han giao dich, gidi han dau tu, gidi han sd
hitu, gidi han cap tin dung va cac rui ro khac nham bao dam an toan cho TPS, Khach hang
va cac bén lién quan;

Thuc hién hach toan, ddi soat, tinh 13i, phi, phén bé tai san bao dam, quan ly nghia vu
thanh todn va cac nghiép vu ké toan, tai chinh phat sinh lién quan dén cac san pham, dich
vu quy dinh tai Muc nay;

Trao ddi, cung cip hodc ti€p nhan thdng tin v8i ngdn hang thanh toan, ngan hang luu ky,
t6 chlrc dang ky, Iuu ky va bu trir chiing khodn, t6 chirc phat hanh, t6 chlrc quan ly tai san
bao dam, cd quan nha nudc ¢ thdm quyén va cac bén lién quan khac trong pham vi can
thiét dé€ thuc hién cac san pham, dich vu quy dinh tai Muc nay theo quy dinh cta phap
luat;

Thuc hién cac quyén, nghia vu va bién phap can thiét nham quan ly, thu hdi cac khoan
phai thu, x(r ly vi pham nghia vu thanh toan va bao vé quyén, Igi ich hgp phap cua TPS,
Khach hang va cac bén lién quan theo hgp dong, thda thuan va quy dinh cta phap luat.

Phat tri€n, cai ti€n va ca nhan héa cac san pham, dich vu; nang cao chét lugng cham
soc va trai nghiém Khach hang; ho trg hoat dong quan tri, quan tri rdi ro, tiép thi va
truyén thong, bao gébm nhung khong gigi han cac muc dich sau:

a)

b)

d)

e)

Phén tich dir liéu giao dich, danh muc du tu, lich st s’ dung san pham, dich vu, nhu cau
dau tu, muc tiéu tai chinh, hanh vi st dung dich vu, thong tin tai chinh va cac thong tin
hgp phap khac nhdm déanh gia hiéu qua hoat dong kinh doanh, chét lugng san phdm, dich
vu, quan tri rdi ro va nang cao trai nghiém cua Khach hang;

Phan tich, danh gid mdc d6 phu hgp clia san pham, khau vi rdi ro, muc tiéu dau tu, ndng
luc tai chinh, kha nang chiu rui ro, mirc d6 gan bd, gia tri vong ddi khach hang va nhu cau
sir dung san pham, dich vu nham tu vén, dé xuét, cd nhan hda hoéc tich hgp céc san
pham, dich vu cta TPS phu hgp véi tirng Khach hang;

Xay dung, van hanh, thir nghiém va cai ti€n cac mo6 hinh thong k&, phan tich dir liéu, phan
khac khach hang, chdm diém khach hang, du bédo, quan tri rdi ro, hoc may (Machine
Learning), tri tué nhan tao (AI), di liéu I6n (Big Data) va cac cong nghé phan tich dit li€éu
khdc nhdm phuc vu hoat déng quan tri, phat trién san pham, chdm séc khach hang va
nang cao hiéu qua hoat dong cta TPS. P& tranh hiéu nham, Al chi la cdng cu ho trg; cac
quyét dinh anh hudng dang k& dén Khach hang s& dugc thuc hién hodc xem xét theo quy
trinh kiém soat cua TPS;

Nghién c(ru, thiét k&, phat trién, thir nghiém, cai tién, tich hgp va trién khai cac san pham,
dich vu, nén tang so, tién ich, giai phap cong nghé, mo hinh kinh doanh va cac dich vu méi
cla TPS;

Phan tich hiéu qua st dung san pham, dich vu, hiéu qua cac chuong trinh kinh doanh, tiép
thi, cham sdéc khach hang, chugng trinh khach hang than thi€t, khuyén mai, héi thao, su
kién va cac hoat dong xuc tién thuong mai khac nhdm nang cao chat lugng san pham, dich
vu va hiéu qua kinh doanh;

Tién hanh nghién c(u thi truGng, khao sat nhu cau, khao sat mirc do hai long, danh gia
trai nghiém ngudi dung, du bdo xu huéng dau tu, xu hudng sir dung san pham, dich vu
va xay dung cac chinh sach kinh doanh, chinh sach gia, chuong trinh vu dai, chugng trinh
ch&m sdc khach hang va cac giai phap phét trién phu hop;
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9)

h)

Lién hé vai Khach hang dé cung cip thong tin, ban tin, bdo cdo phan tich, thdng tin thi
trudng, cd héi dau tu, gidi thiéu san pham, dich vu, chuong trinh uu dai, chuong trinh
khach hang than thiét, hoi thao, su kién va cac hoat dong ti€p thi, quang b3, truyén théng
khac ctia TPS;

C4 nhan hda ndi dung hién thj trén website, ('ng dung, nén tang giao dich dién t&, hé
théng giao tiép vdi Khach hang va cac kénh cung cip san pham, dich vu khac clia TPS va;
dé xuét san pham, dich vu, ndi dung truyén thdng, chinh séch va phudng an tiép cén phu
hgp dua trén dif liéu va hanh vi sir dung hgp phap cua Khach hang;

Phan tich dit liéu d& dudc téng hgp, ma hda hodc an danh nhdm phuc vu hoat ddng nghién

clru, théng k&, hoach dinh chién Iugc, phat trién cdng nghé, phat trién mé hinh kinh doanh
va nang cao chét lugng san pham, dich vu clia TPS theo quy dinh cla phap luét.

Cung cap, chia sé, két ndi, chuyén giao hoic trao doi Dir liéu ca nhan véi cac cong ty
thudc Hé sinh thai TPBank, cac ddi tac, to chirc, cd nhan cé quan hé hgp tac hoic ky
két hgp dong véi TPS va cac bén cé lién quan khac nham gia ting tién ich va trai
nghiém cac san pham, dich vu trong Hé sinh thai TPBank, cai thién chat lugng dich
vu d6i véi Chu thé dir liéu, Khach hang, bao gém nhung khdng gidi han cac muc dich sau:

a)

b)

d)

e)

9)

Thuc hién viéc giao két, thuc hién, quan ly, sira ddi, bd sung, gia han hodc chdm dit hop
ddng, thoa thuan, giao dich; thuc hién cac quy‘ép, nghia vu phat sinh; va cung cap, van
hanh, ho trg va duy tri viéc st dung cac san pham, dich vu clia TPS va/hodc Hé sinh thai
TPBank;

Phén tich, d&i chiéu va téng hop DU liéu ca nhan dé hi€u rd hon vé nhu cdu dau tu, muc
tiéu dau tu, kha ndng tai chinh, tinh trang tai chinh hién tai va tuang lai, khau vi rui ro,
hanh vi st dung san pham, dich vu va cac nhu cau tai chinh khac ctia Cha thé dit liéu dé
cung cép, tich hop, c& nhan hda va ndng cao chét lugng cac san pham, dich vu, giai phap
tai chinh cGia TPS va/hoac Hé sinh thai TPBank;

Nghién cltu, phat trién, cai tién, nang cap, tich hgp va t6i vu hda cac san pham, dich vu,
nén tang giao dich, ing dung, dich vu truc tuyén, tién ich va cac giai phap céng nghé cla
TPS va/hodc Hé sinh thai TPBank; phat trién cac san pham, dich vu va tinh ndng méi; ndng
cao chét lugng, hiéu qua cung cap san pham, dich vu va trai nghiém cta Khach hang, Chu
thé dir liéu;

Van hanh, quan ly, giam sat va bao dam an toan, an ninh déi véi hé thong cong nghé
thong tin, nén tang giao dich, i'ng dung, dich vu truc tuyén, co sa di liéu va ha tang ky
thuat cia TPS va/hodc Hé sinh thai TPBank; thuc hién luu trlf, sao luu, déng bd dir liu,
ho trg ki thudt, bao tri, ndng cdp, khac phuc su’ c6 va cac bién phap can thiét khac nham
bao dam tinh 6n dinh, an toan, bao mat va lién tuc clia hoat déng cung cdp san pham,
dich vu; ddng thdi ho trg Khach hang, Chu thé dit liéu trong qua trinh sir dung san pham,
dich vu hodc khi phét sinh su’ ¢8, tinh hudng khan cap;

Thuc hién xac thuc danh tinh, xac thuc dién tr va xac thuc giao dich clia Khach hang, Chu
thé dif liéu thdng qua cac phuong thirc phi hdp theo quy dinh cla phap ludt va quy dinh
ctia TPS, bao gdbm nhung khong gidi han xac thuc da yéu t6 (MFA), xac thuc sinh trac hoc,
chr ky dién tlr, chir ky s6, OTP va cac phuong thirc xac thuc hgp phap khac nham bao
dam an toan, bao mat trong qua trinh thiét Iap, truy cap, st dung tai khoan, thuc hién giao
dich va str dung cac san pham, dich vu ctia TPS va/hodc Hé sinh thai TPBank;

Cung cap, trao d6i hodc chia sé DI liéu ¢ nhan vdi cac cdng ty thudc Hé sinh thai TPBank
va cac t6 chirc, cd nhan ¢4 lién quan nhdm phuc vu cdng tac quan tri rdi ro tap trung, quan
ly tudn tha, kiém soat xung dot Igi ich; quan ly, kiém tra, d6i chiéu va giam sat viéc tuan
tha cac quy dinh cta phap luat va quy dinh néi bé lién quan dén hoat dong dau tu, tu
doanh, quan ly danh muc dau tu, giao dich chifng khoan, giao dich cia ngudi n6i bd, ngudi
6 lién quan; dong thdi kiém soat gidi han dau tu, gidi han cap tin dung, gidi han sé hitu,
gidi han giao dich, cac ty I1é bao dam an toan va cac gidi han khac theo quy dinh cta phap
luat hoac quy dinh ndi b6 ap dung trong Hé sinh thai TPBank;

Pong bd, chia sé va trao d6i DI liéu ca nhan gitta TPS va cac cong ty thudc Hé sinh thai
TPBank nham tao diéu kién dé€ Khach hang, Chu thé dir liéu dugc tiép can, ding ky, st
dung, quan ly va trai nghiém cac san pham, dich vu trong Hé sinh thai TPBank mdt cach
thuan tién, thdng nhat va lién tuc; déng thai phuc vu viéc cung cap cac giai phap tai chinh
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tich hgp, chuang trinh chdm sdc khach hang, uu dai va cac tién ich khac theo tirng thai
ky, trén cc sd TPS va cac cong ty thudc Hé sinh thai TPBank ap dung cac bién phap bao
vé DI liéu ca nhan va tuan thu quy dinh cta phap luat;

h)  Trao déi, ddi chi€u, xac minh hodc cung cap DI liéu cd nhan véi cac td chirc, cd nhén cb
li&n quan nham thuc hién cac nghiép vu, giao dich, nghia vu theo hop déng hoac theo quy
dinh cta phap luét; giai quyét yéu cau, khi€u nai, tranh chap; xac lap, thuc hién hodc bao
vé quyén, Igi ich hgp phap cua TPS, Khach hang, Chu thé dif liéu va cac bén lién quan.

Thuc hién cong tac quan tri rii ro, quan ly tuin tha va ki€ém soat ndi bd; thuc hién cac
nghia vu bao cao, cdng b, cung cép, trao doi thong tin va cac nghia vu phap ly khac
theo quy dinh caa phap luat; dong thdi phuc vu hoat dong quan tri tap trung, quan ly
rai ro va ki€m soat tuan thu trong Hé sinh thai TPBank, bao gém nhung khdng gidi han
cac muc dich sau:

a) Cung cép, trao ddi, ddi chiéu, xac minh théng tin véi cd quan Nha cd thdm quyén, céc td
chirc, ca nhan c6 thdm quyén hodc cac chi thé khac theo yéu cau hodc theo quy dinh cla
phap luat; thuc hién cac nghia vu theo quy dinh clia phap luat Viét Nam, cac diéu udc quc
t& hodc yéu cau hgp phap clia co quan Nha cé thdm quyén;

b)  Thuc hién cac nghia vu vé bao cdo, cong bo thong tin, thong ké, ké toan, thué, Iuu trir ho
s, kiém todan, thanh tra, kiém tra, gidm sat, quan ly tudn thd, phdng/chdng rira tién va
cac nghia vu phap ly khac theo quy dinh cta phap luat;

c)  Thuc hién cac hoat dong x(r ly DT liéu c& nhan khac can thiét d& TPS va cac cdng ty thudc
Hé sinh thai TPBank thuc hién quyén, nghia vu va trach nhiém phap ly theo quy dinh cla
phap luat.

Nhén biét, xac minh, cip nhéat va quan ly thong tin c6é dong; thuc hién quyén, nghia
vu cuiia cd ddng va cac hoat déng quan tri cdng ty, bao gém nhung khdng gidi han cac muc
dich sau:

a)  Ghi nhan, cap nhat va quan ly S6 dang ky cd ddng, danh sach c6 dong; xac minh tu cach,
quyén va thdng tin clia c¢6 déng theo quy dinh cta phap luét;

b) T8 chic va thuc hién cac hoat ddng cta Pai hdi ddng cd déng va quan tri cdng ty, bao
gom Iap danh sach c6 déng, xac dinh quyén tham du’ va biéu quyét, gui tai liéu, t6 chirc
14y y kién, ki€m phiéu, bau ctr, biéu quyét, 18p va luu trit hd so, bién ban, nghi quyét theo
quy dinh cta phap luat;

c)  Thuc hién viéc chi tra cd tirc, phan phéi quyén, Igi ich va thuc hién cac quyén cla c6 dong
theo quy dinh cta phap luét, Diéu I1& TPS va nghi quyét clia Pai hdi dong cd dong;

d)  Thuc hién nghia vu bao cdo, cong bd thong tin, luu trif ho so va cung cap thong tin cho ca
quan nha nudc c6 thdm quyén, t6 chirc kiém todn, td chirc quan ly cd déng, t6 chirc déng
ky, Itu ky, bu trir chitng khodn hodc cac t8 chirc, ca nhan c6 thdm quyén khac theo quy
dinh clia phap luét;

e)  Quan ly quan hé cd déng, ti€p nhan va giai quyét yéu cau, khiéu nai, thuc hién cac quyén,
nghia vu khac lién quan dén cd dong va bao vé quyén, Igi ich hdp phap cla cd déng va
TPS theo quy dinh cla phap luét.

Quan tri, van hanh ngi bo va bao vé quyén, Igi ich hgp phap cua TPS, bao gbm nhung
khdng giGi han cac muc dich sau:

a)  Thuc hién, xac 1ap hodc bao vé quyén, Igi ich hdp phap ctia TPS, Khach hang, Chu thé di
liu hodc cac bén lién quan trong qua trinh giao két, thuc hién hgp dong, giai quyét yéu
cau, khiéu nai, tranh chap, t6 tung, thi hanh an hodc cac tha tuc phap ly khac;

b)  Phuc vu hoat dong quan tri, diéu hanh, kifm soat ndi bd, kiém toan ndi bd, quan tri rui ro,
quan ly tudn thd, hoach dinh chién ludc, tai co cu, phat trién hoat ddng kinh doanh va
cac hoat dong quan tri doanh nghiép khac cta TPS ;

c¢) Duy tri, van hanh, bao dam an toan, an ninh va tinh lién tuc cta hé théng cong nghé thong
tin, ha tang ky thuat, cg sé dir liéu, hé thdng giao dich va cac nén tang phuc vu hoat dong
clia TPS; nghién clru, thr nghiém, trién khai va van hanh cac giai phap cong nghé, bao

BM01.QD01/BVDLCN_17072026 v1.0 Trang so: 7/14



N (jTPS DIEU KIEN VA DIEU KHOAN VE BAO VE DU LIEU CA NHAN
TIEN PHONG SECURITIES (DANH CHO CA NHAN)

d)

e)

9)

Diéu 4.

gém nhung khdng gi6i han dién toan dam may (Cloud), dit liéu I6n (Big Data), tri tué nhan
tao (AI), chudi khdi (Blockchain) va cac cong nghé khac theo quy dinh cla phap luat;

Ghi 8m, ghi hinh, luu trir hinh &nh, &m thanh va nhét ky dién tor tai tru s6, dia diém giao
dich, trung tdm dich vu khach hang, trén cac hé thong, iing dung hodc kénh giao dich dién
tlr d6i vdi Khach hang va/hodc cac ca nhan cd lién quan dén Khach hang nhdm bao dam
an ninh, an toan, phong ngulra rui ro, lam chiing c(r gidi quyét tranh chap va nang cao chat
lugng dich vu;

Thuc hién yiéc td chirc lai doanh nghiép, sép nhdp, hdp nhéat, chia, tach, chuyén nhugng
von, chuyén nhugng tai san, tai cdu trdc hoac cac giao dich doanh nghiép khac theo quy
dinh ctia phap luét;

Luu trif, sao luu, ddng bd, chuyén giao, x&r ly Dt liéu c& nhan trén hé thdng trong nudc
hodc ngoai lanh thd Viét Nam; thuc hién chuyén Di¥ liéu ca nhan ra nudc ngoai nham phuc
vu hoat dong luu trir, van hanh hé thong, s dung dich vu cta doi tac, thuc hién hgp dong
hoac dap U'ng yéu cau quan tri cia TPS theo quy dinh clia phap luat;

Thuc hién cac hoat dong x(r ly DT liéu ca nhén khac can thiét dé bao dam hoat déng hap
phap, an toan va lién tuc clia TPS hodc dé thuc hién quyén, nghia vu ctia TPS theo quy
dinh clia phap luét.

Nguon thu thap Dir liéu ca nhan va cac Bén thu thap, chia sé Dir liéu ca nhan
lién quan

1.  TPS, Bén x ly dif liéu clia TPS hodc Bén th(r ba, cac t6 chiic, cd nhan dugc TPS Gy quyén hodc
thué dé thuc hién hoat ddng x{r ly DT liéu c& nhan cb thé thu thap DT liéu c& nhan néu tai Diéu
1 cia Diéu khoan BVDLCN nay tir Khach hang, Chu thé di liéu tir mét hodc nhiéu ngudn hdp
phap, bao gébm nhung khéng gidi han cac nguon sau day:

a)

b)

d)

Théng qua quan hé gitta Khach hang, Chu thé dif liéu hodc ngudi dai dién hgp phap cla
Khach hang, Chu thé di liéu va TPS, bao gém nhung khdng gidi han & DT liéu c& nhan ma
Khach hang, Cha thé dit liéu cung cap trong cac ho sd, van ban dang ky, hgp dong, théa
thudn, tai liéu, ching tur, bi€u mau va/hodc cac tai liéu ho trg giao dich, trong qué trinh
Khéch hang, Chua thé dif liéu dang ky, st dung cac san pham, dich vu cla TPS va/hodc Hé
sinh thai TPBank, tham gia cac chuang trinh khao sat, hoi thao, su kién, chuong trinh cham
soc khach hang, cudc thi, khuyén mai va/hodac cac hoat dong khac do TPS va/hodc Hé sinh
thai TPBank t6 chirc; va trong qua trinh TPS thdm dinh, danh gid diéu kién cung cip san
pham, dich vu khac cho Khach hang, Cha thé dir liéu;

Théng qua viéc lién hé, trao ddi truc ti€p hodc gian tiép gilta Khach hang, Chu thé dif liéu
véi TPS va/hodc céac ca nhan/td chirc dugc TPS Gy quyén hodc thué cung cép dich vu, dudi
hinh thdrc 1Gi ndi, van ban hodc thong qua cac phuadng tién dién tir, bao gom nhung khéng
giGi han dién thoai, thu dién ti, tin nhan, website, 'ng dung, nén tang giao dich dién tlr
va cac kénh giao tiép khac;

Théng qua qué trinh tucng tac, giao dich va giam sat gilta Khach hang, Chu thé dir liéu
véi TPS, bao gdm cac thdng tin phat sinh tir qua trinh trao d8i (bang I8i ndi hodc van ban),
dir liéu giao dich, dir liéu truy cap va st dung hé thong; dir liéu thu thap dugc tir hoat
dodng ghi &m cudc goi (qua Tdng dai hodc cac kénh tu van truc tuyén), ghi hinh (hinh anh,
video) qua hé théng camera giam sat (CCTV) tai tru s, cac diém giao dich, cac hé théng
nhan dién sinh trdc hoc hodc cac kénh giao dich dién ti khac cta TPS;

TU nha cung cap dich vu, déi tac, dan vi tu van hoac cac bén thir ba cd quan hé hgp tac
vGi TPS va/hodc Hé sinh thai TPBank, bao gdm nhung khdng gidi han cac dan vi thuc hién
cung cdp dich vu cong nghé thong tin, luu trlr dir liéu, dinh danh va xac thuc dién tr, thanh
toan, ngan hang, khao sat, truyén théng, truyén théng mang xa hdi, tiép thi, quan tri rdi
ro, phong/ch8ng ngdn nglra gian Ian, kiém toan, tu' van va cac dich vu ho trg khac phuc
vu hoat dong kinh doanh cua TPS;

T& cac Bén th{r ba c6 quan hé vdi Khach hang, Cha thé dit liéu, bao gdm nhung khdng
gidi han & ngudi dai dién theo phap luat, ngudi dai dién theo Gy quyén, ngudi st dung lao
dong, dong sd hitu tai khoan, bén cap tin dung, bén cung cap bién phap bao dam, bén
bao 1anh, t& chirc phat hanh, ngan hang thanh toan, ngan hang Iuu ky, t6 chirc tin dung,
td chirc dang ky, luu ky va bu trir chéing khodn, sg giao dich chling khoén, t& chiic cung
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cép dich vu dinh danh dién tir, ddi tdc hodc cac td chic, ca nhan khac cé lién quan theo
quy dinh cua phap ludt;

f)  TU cdc cd quan Nha nudc co thdm quyén, t6 chiic, cd nhan ¢ thdm quyén hodc cac té
chirc cung cap théng tin theo quy dinh cia phap luat tai Viét Nam hodc & nudc ngoai, bao
gom nhung khong gigi han cd quan quan ly Nha nudc, cd quan thué, cd quan tién hanh t6
tung, s& giao dich ching khoén, t& chlic déng ky, luu ky va bu trir chirng khoan, t& chirc
phat hanh, t& chirc xép hang tin nhiém, t& chirc cung cdp béo cdo tin dung, bén cung cip
thdng tin tin dung, bén chdm diém tin dung phu hgp véi quy dinh ctia phap luét, bao gém
Trung tdm théng tin tin dung quéc gia Viét Nam (CIC), Cong ty cd phan thdng tin tin dung
Viét Nam (PCB), t6 chifc cung c8p dich vu xac thuc dién tr va cac phap nhan c6 chirc ndng
tugng tu tirng thai ky;

g)  TUcac ngudn thong tin, cd s dif liéu cong khai sin cd hodc cac ngudn thdng tin hop phap
khac dugc cong bo theo quy dinh cta phap luat;

h)  Thong qua cac doan phim, hinh dnh, @m thanh, dit liéu dién t, dugc ghi nhan hoac luu
trir tir hé thdng may quay, camera giam sat, hé théng ghi am, hé théng giao dich, cac thiét
bi hodc phuang tién ky thuét khac tai cac dia di€ém kinh doanh, giao dich cta TPS;

i) Thong qua truy cap (Cookiess), dia chi IP, dir liéu thiét bi, nhat ky truy cap, nhat ky giao
dich, cong nghé theo doi hodc cac thiét bi/cong cu giam sat tuagng tu’ sir dung trén website,
Ung dung, nén tang giao dich dién tr hodc cac hé théng khac thudc quyén quan ly cla
TPS;

j) TU cac ngudn dif liéu cta Bén thi ba ma Khach hang, Chu thé dit liéu d& déng y cho viéc
thu thap, chia sé hoac xur ly dif liéu hoac tir cac ngudn ma viéc thu thap, chia sé hodc xr
ly DT liéu ca nhan phu hgp véi quy dinh cta phap luat;

k)  TU cdc ngudn hdp phap khac theo su ddng y ctia Chu thé dif liéu hodc theo quy dinh cla
phap luét.

D{ liéu ca nhan cé thé dudc thu thap tai tru s& chinh, chi nhanh, phdng giao dich, mang IuGi dia
diém kinh doanh cta TPS; théng qua cac t6 chirc, cd nhan dugc TPS Gy quyén hodc thué cung
cap dich vu; va thong qua cac hé thong, phuang tién thong tin lién lac va kénh giao ti€p cua
TPS, bao gdm nhung khdng gidi han & website, ('hg dung, nén tang giao dich dién tlr, tdng dai,
dién thoai, thu dién td, tin nhdn, cudc hop truc ti€p hodc truc tuyén, cac kénh giao dich dién t&r
va cac phuong tién trao déi khac. D& 1am rd, DI liéu ca nhan cd thé dugc thu thap truc tiép tir
Khach hang, Chu thé di liéu, theo yéu cau ctia TPS trong qua trinh cung cdp san pham, dich vu;
hodc dudc TPS thu thdp tir cdc ngudn hdp phap, dudc khdi tao, tdng hap hodc két hgp cling vdi
cac thong tin khac ma TPS cé dugc.

TPS ¢ thé thu thap, tiép nhan, trao d8i, cung cap hodc chia sé DIt liéu ca nhan véi cac t6 chirc,
ca nhan c6 lién quan trong pham vi can thiét dé thuc hién cadc muc dich xi ly Di liéu ¢ nhan d3
dudc théng bédo, bao gdm bét ky t6 chirc, cdng ty nao thudc Hé sinh thai TPBank, cd quan Nha
c6 thdm quyén, sd giao dich ching khodn; t& chirc ddng ky, luu ky va bu trir chitng khodn; ngén
hang thanh toan, ngan hang luu ky; t6 chic tin dung; t6 chirc phat hanh; ddi tac, nha cung cip
dich vu, t8 chiic tu van; cac té chirc, c nhan dudc TPS Uy quyén hodc ky két hgp déng, thoa
thuan véi TPS; va cac bén khac cd hoat dong thu thap, chia sé, x(r ly DIt liéu cd nhan véi TPS
phu hgp vdi quy dinh cta phap luat.

5. Quyén, nghia vu ctia Khach hang, Cha thé dir liéu
Khach hang, Chu thé dir liéu cé cac quyén:
b)  Dudgc biét vé hoat dong xr ly DI liéu ca nhan cla minh;

c¢) Dong y hoac khong dong vy, yéu cau rit lai su dong y cho phép xtr ly Dt liéu ca nhan, trir
trudng hop viéc xUr ly DTt liéu cd nhan dudc thuc hién khéng can sy’ ddng y cta Chl thé
dir liéu theo quy dinh cua phap ludt;

d)  Truy cap, xem, yéu cau cung cap, chinh slfa hodc yéu cau chinh stra, cdp nhat hoéc bs
sung DI liéu ca nhan ctia minh;

e)  Yéu cau xda, han ché xtr ly Dif liéu ca nhan; gl yéu cau phan doi xtr ly DI liéu ca nhan;
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f) Khiéu nai, t6 cao, khdi kién, y{au cau bdi thudng thiét hai hodc yéu cau cc quan Nha nudc
c6 tham quyén, TPS va cac to chlc, ca nhan co lién quan ap dung cac bién phap bao vé
Dt liéu ca nhan theo quy dinh clia phap luat;

g) DBudc quyén quyét dinh viéc lua chon déng y hoac khong dong y doi véi mot phan hoac
toan bd Diéu khoan BVDLCN nay va day khdng phai 1a diéu kién bat budc d& TPS cung cap
san pham, dich vu clia TPS dén Khach hang;

h)  Thuc hién cac quyén khac clia Cha thé dir liéu theo quy dinh cta phap luét.
Khach hang, Chua thé dit liéu can thuc hién cac nghia vu bao gém:

a) Tu bao vé DI liéu ca nhan clia minh; thuc hién cac bién phap bao dam an toan thong tin
tai khoan, phuang tién xac thutc va cac thong tin bdo mat khac;

b)  Ton trong, bdo vé D{r liéu ca nhan cla ngudi khac va chiu trach nhiém vé viéc cung cap
D{T liéu ca nhan cua ngudi khac cho TPS theo quy dinh clia phap luat;

¢)  Cung cap day du, chinh xac, trung thuc va kip thai DT liéu ca nhan ctia minh theo quy dinh
cla phap luat, theo hgp déng hoac khi déng y cho phép xr ly DI liéu ca nhan cia minh;
cap nhéat khi ¢ thay déi; chju trach nhiém vé tinh chinh xac, hdp phap cua DIt liéu cd nhan
da cung cap cho TPS;

d)  PhoGi hgp véi TPS trong qua trinh xac minh, cap nhat thong tin, x{r ly yéu cau lién quan dén
D{ liéu ca nhan va thuc hién cac bién phap bao dam an toan thong tin theo yéu cau hop
phap cua TPS;

e)  Chap hanh phap luat vé bao vé DI liéu ca nhan; tham gia phong/chong hoat dong xam
pham DU liéu ca nhan va thuc hién cac nghia vu khac clia Chi thé dit liéu theo quy dinh
cla phap luat;

f) Khiéu nai, t6 cao, khai kién, yéu cau boi thuang thiét hai; yéu cau thuc hién cac bién phap,
giai phap Bao vé DI liéu cad nhan cia minh phu hgp theo quy dinh cta phap luat.

Piéu 6. Luu trir Dt liéu ca nhan

1.

D{ liéu cd nhan sé dugc TPS luu trit va 4p dung céc bién phap k¥ thuat, quan ly va té chlrc phu
hdp dé bao dam an toan, bdo méat Dt liéu ca nhan trong sudt qué trinh thu thap, Iuu tri, sir
dung, chia sé, chuyén giao va x(r ly D li€u ca nhan theo quy dinh cGa phap luat.

Trong pham vi phap luat cho phép, TPS cé thé Iuu trir DI liéu ca nhan tai Viét Nam hoéc tai nudc
ngoai (ngoai 13nh thS Viét Nam, xuyén bién gidi), ké ca trén cac hé thng cdng nghé thdng tin,
trung tam dir liéu, gidi phap luu trir trén dién toan ddm may hodc cac ha tang luu trlr khac do
TPS, cac cong ty thudc Hé sinh thai TPBank hodc cac d6i tdc cung cap dich vu hgp phap quan ly,
van hanh theo quy dinh ctia phap luat.

Viéc Iuu trit DI liéu ca nhan dugc thuc hién trong khoadng thdi gian can thiét d&€ hoan thanh cac
muc dich x& ly Dt liéu ca nhan nhu cdng bd, thoa thuén véi Khach hang, Chu thé dit liéu tai Diéu
khoan BVDLCN nay, cac hgp dong, thda thuan, van ban khac dugc xac lap véi Khach hang, Chu
thé dir liéu, trir trudng hdp dugc hodc phai luu trit 1du han nhdm dap (ng cac yéu cau vé quan
tri, quan ly rui ro, gidi quyét khi€u nai, tranh chap, t6 tung, bdo vé quyén va Igi ich hgp phap cla
TPS hoac theo quy dinh clia phap luat tiing thai ky.

Piéu 7.  Tuyén bd va khang dinh ctia Khach hang, Cha thé dir liéu

1.

DI liéu cd nhdn ma Khach hang, Cha thé dir liéu cung cap cho TPS va/hodc TPS thu thdp hop
phap trong qua trinh thiét 1ap, thuc hién va quan ly quan hé véi Khach hang c thé bao gdm Dit
liéu cd nhan ca ban va/hodc DT liéu ca nhan nhay cam. Bang viéc chdp thuan Diéu khoan BVDLCN
nay, Khach hang, Chu thé dir liéu xac nhan da dugc TPS thong bao vé viéc xir ly Dt liéu ca nhan
va tu nguyén dong y, cho phép TPS thuc hién toan bd cac hanh ddng dé x{r ly DI liéu c& nhan
clia Khach hang, Chu thé dif liéu trong pham vi, muc dich va theo phuong thirc quy dinh tai Diéu
khoan BVDLCN, phu hgp véi quy dinh cta phap luat.

TPS xUr ly DU liéu ca nhan cla tré em, ngudi bi mat hoac han ché nang luc hanh vi dan su, ngugi
c6 kho khén trong nhan thirc, lam chl hanh vi theo nguyén téc bao vé cac quyén va vi Igi ich tét
nhét ctia cac cha thé nay va phu hop véi quy dinh clia phap ludt. Trudng hap Khach hang cung
cap DIt liéu ca nhan clia mot Bén thir ba la Chu thé dif liéu cho TPS (bao gém nhung khdng gidi
han nguGi dai dién, ngudi dugc Uy quyén, ngudi phu thudc, ngudi cé lién quan theo quy dinh
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cUa phap luat, ban b&, ngudi tham chiéu, Bén thu hudng, ngudi dugc Gy quyén, ngudi thu hudng,
ddi tac, ngudi lién hé trong trudng hop khan cép, tré em, ngudi bi mat hodc han ché ning luc
hanh vi dan su, ngudi cé khd khén trong nhén thirc, lam cha hanh vi hodc cac Chu thé dir liéu
khac), Khach hang cam két da théng bao, cé dugc su’ ddng y ctia Cha thé di liéu va/hodc ngudi
dai dién hgp phap cia Cha thé dit liéu cho viéc cung cap DI liéu ca nhan cho TPS, ddong thdi xac
nhén d& théng bdo, ¢ dudc sy’ déng y cta Chu thé dir liéu va/hodc ngudi dai dién hgp phap cla
Chu thé dir liéu vé viéc xtr ly DIt liéu ca nhan va tudn thu theo Biéu khoan BVDLCN nay.

Khach hang, Chu thé dif liéu xac nhan da doc, tim hi€u va ndm dugc ddy du cac quyén, nghia
vu clia Chu thé dif liéu véi tu’ cach la Chu thé dir liéu, loai DI liéu cd nhan dude x{r ly, muc dich
xUr ly DU liéu c& nhan va céc to chiic, cd nhan dudgc xr ly DI liéu c& nhan. Bang Diéu khoan
BVDLCN nay, Khach hang, Chl thé dir liéu déng y va thira nhan réng cac théng tin néu tai Diéu
khoan BVDLCN nay cd gia tri tuong dudng véi mot théng bao cia TPS cho Khach hang, Cha thé
dir liéu truGc khi TPS ti€n hanh x(r ly DT liéu ca nhan. Khach hang, Chu thé dit liéu cam két khong
6 khiéu kién, khi€u nai va mién trir cho TPS khoi moi khiéu kién, khi€u nai phat sinh tir Chu thé
dit liéu lién quan dén viéc x{r ly Di liéu ca nhan trong pham vi da dugc thong bao va phu hgp
vGi Diéu khoan BVDLCN nay.

K& tir thdi diém Khach hang, Chu thé dit liéu cung cap DI liéu ca nhan cho TPS va/hodc TPS thu
thap Dt liéu ca nhan tir cAc ngudn hdp phap cho dén khi Khach hang, Chu thé dir liéu khdng con
bat ky giao dich/nghia vu nao khac tai TPS, TPS hoan thanh cac muc dich x{ ly DI liéu ca nhan,
hét thdi han luu tri theo quy dinh cla phéap luit hodc theo Diéu khoan BVDLCN, tly thdi diém
nao dén sau, TPS dudc quyén xur ly DI liéu cd nhan cia Khach hang, Chu thé dit liéu cho mét,
mot s6 hodc toan bo cac muc dich dudc liét ké tai biéu 3 Diéu khoan BVDLCN nay va khong trai
quy dinh ctia phap luat.

Khach hang, Cha thé dif liéu xac nhan dong y va cam két rang:

a)  Da dudc TPS giai thich, da doc, hiéu rd va dong y toan bd Diéu khoan BVDLCN nay. Khach
hang hiéu rd minh dudc quyén déng y hodc khdng dong v, rit lai su ddng y d6i véi mét
phan hodc toan bd Diéu khoan BVDLCN nay va day khdng phai 1a diéu kién bat budc dé
TPS cung cap san pham, dich vu clia TPS dén Khach hang;

b) D& dudc TPS thdng bdo vé viéc xur ly Dt liéu cd nhan va déng y dé TPS xUr ly DI liéu ca
nhan theo Diéu khoan BVDLCN. Moi hanh ddng nham muc dich rit lai su’ dong y cta Khach
hang, Chu thé di liéu (néu cd) sé khdng anh hudng dén tinh hgp phap cua viéc xu ly DIt
liéu c& nhan d& dugc Khach hang, Cha thé dit liéu dong y trudc dé.

c)  Khach hang, Chu thé dit liéu nhan thirc rd va chiu trach nhiém déi v8i moi hdu qua, thiét
hai c thé xay ra/phat sinh tir hanh vi rit lai su déng y; yéu cau chinh sira, xoa hodc han
ché xtr ly DI liéu ca nhan cla minh. Trudng hgp viéc thuc hién cac quyén nay dan dén
TPS khéng con du ca s& phap ly, dif liéu hodc diéu kién can thiét dé tiép tuc cung cip san
pham, dich vu ho&c thuc hién cac quyén, nghia vu theo hgp doéng, thoa thuén da xac lap
hodc theo quy dinh ctia phap ludt, TPS c6 quyén théng bdo cho Khach hang, Chu thé di
liéu va chu dong &p dung cac bién phap can thiét d&€ bao vé quyén va Igi ich hgp phap cla
TPS, bao gbm nhung khong gidi han:

(i)  TPS tUr chdi, tam ngirng hoac cham dut cung cadp mot phan hodc toan bd cac san
pham, dich vu hodc thuc hién mét s6 giao dich theo yéu cau cta Khach hang;

(i)  TPS tam nguing hodc cham dut viéc thuc hién mét phan hoac toan bd hgp dong,
thoa thuan, cam két hoac van ban khac co lién quan ma khong phai chiu bat ky trach
nhiém nao ké ca trong trudng hgp viéc chdm dit lam phét sinh thiét hai v&i Khach
hang, Chu thé dir liéu;

(iii) TPS cham dut cac quyén Igi, uu dai, tién ich hodc Igi ich hgp phap khac clia Khach
hang gan lién véi viéc x(r ly DT liéu ca nhén;

(iv) TPS dé nghi Khach hang, Chu thé dit liéu xem xét diéu chinh hodc rit lai yéu cau dé
TPS c6 cd s tiép tuc cung cdp san pham, dich vu. Trudng hdp Khach hang, Cha thé
dir liéu khdng déng y va TPS khéng con du diéu kién dé tiép tuc cung cdp san pham,
dich vu thi TPS ap dung cac bién phap néu trén.

d)  Trong trudng hgp Khach hang, Chu thé dif liéu rit lai su dong y hodc cac quyén khac lién
quan dén DU liéu ca nhan phlu hgp quy dinh cta phép ludt, TPS cé trach nhiém td chiic
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thuc hién quyén rit lai sy ddng y clia Cha thé dit liéu bang viéc kip thdi thdng bao, phdi
hgp va yéu cau Bén xur ly dif liéu va/hodc Bén th ba chdm dut viéc xir ly DI li€u ca nhan
¢ lién quan, phu hgp vdi muc dich x&r ly, pham vi x&r ly va cac thoa thuan da ky két. Viéc
thuc hién yéu cau rut lai su ddng y dugc trién khai theo trinh tu, thu tuc va trong kha néng
dap Ung cua hé thong ky thuat, ha tang cong nghé thong tin cla TPS va/hoac Bén xur ly
dir liéu va/hodc Bén th( ba tai tirng thdi diém. Trudng hgp phat sinh han ché, vuéng méc
vé ky thuat lam anh hudng dén viéc thuc hién day du yéu cau ruat lai sy dong y, TPS cé
trdch nhiém thdong bdo cho Khach hang, Chu thé di liéu, thuc hién cac bién phap khac
phuc hgp ly va ti€p tuc chiu trach nhiém trong pham vi nghia vu theo quy dinh cia phap
luat;

e)  Thoéng bdo, cip nhat cho TPS moi thay ddi lién quan dén DU liéu ca nhan cua Khach hang,
Chu thé dit liéu va ddng y TPS dudc toan quyén cap nhéat, chinh sira Dt liéu c& nhan cla
Khéch hang, Chu thé dit liéu theo théng bdo thay ddi ma Khach hang, Cha thé dir liéu da
cung cap trén cac hé thong cta TPS va/hodc trén cac ho s, tai liéu ma Khach hang, Chua
thé dif liéu phai ky két bG sung vdi TPS lién quan dén viéc thay d6i DT liéu ca nhan trong
trudng hop nay;

f) TPS thuc hién viéc quan ly, luu trit DI liéu cd nhan cua Khach hang, Cha thé dit liéu theo
ding muc dich x{ ly, bién phap bao vé&, hinh thirc va thdi han luu trir d& dudc xac dinh,
phu hgp véi quy dinh ctia phap luat. Khach hang, Cha thé di liéu cd quyén yéu cau TPS
cung cap thong tin, xem, chinh sira, xda Dif liéu cd nhan clia minh; viéc thuc hién cac
guyén nay dugc TPS xem xét, x( ly trén cd s@ tuan thu quy dinh cla phap luat, bao dam
an toan dif liéu, quyén va Igi ich hdp phap cla cac bén lién quan va cac trudng hgp phap
ludt cho phép han ché& quyén cta Khach hang, Cha thé dit liéu;

g) Trén cd s6 yéu cau cla Khach hang, Chu thé dit liéu phu hgp véi quy dinh cla phéap luat
va quy dinh cta TPS, TPS thuc hién quyén xem, chinh slra hodc xda D{I li€u ca nhan theo
trinh tu, thu tuc va trong thdi han theo quy dinh clia phap luat. TruGng hgp phat sinh han
ché vé ky thuat hoac kha nang dap 'ng cua hé thong, ha tang cong nghé thong tin, TPS
6 trach nhiém thdng bdo cho Khach hang, Cha thé dit liéu, thuc hién cac bién phap khac
phuc phu hgp va chiu trach nhiém trong pham vi nghia vu phap ly theo quy dinh; viéc
khong thuc hién hodc thuc hién chua day da chi dudc ap dung trong cac trudng hgp phap
luat cho phép;

h)  Khach hang, Chu thé dit liéu déng y rang TPS khéng chiu trach nhiém ddi véi nhitng thiét
hai phat sinh do viéc Khach hang, Chu thé dif liéu cung cdp théng tin khéng chinh xac,
khdng day du, khéng cap nhat, do Khach hang, Cha thé dif liéu thuc hién quyén clia minh
theo quy dinh cla phap ludt hoac do cac su kién bat kha khang, su c6 ki thuat hodc cac
nguyén nhan khach quan ngoai pham vi kiém soat hgp ly ctia TPS.

Khach hang, Chu thé di liéu ddng y cho phép TPS ap dung cac cdng nghé phan tich dit liéu tu
ddng, phan tich dif liéu 16n (Big Data), tri tué nhan tao (AI) va cac cdng nghé hgp phap khac dé
x(r ly Dif liéu ca nhan. Dif liéu dugc tao I8p cac cong nghé nay c6 thé dugc sir dung dé xac dinh
hodc ho trg xac dinh mdt ca nhan cu thé thi TPS cam két 4p dung cac bién phap bao vé Dit liéu
ca nhan theo quy dinh cta phap luat.

Piéu 8. X ly Dir liéu ca nhan trong trudng hop khong can s dong y cia Chi thé dir liéu

1.

Diéu khoan BVDLCN nay quy dinh cac nguyén tac, muc dich va phuong thdc xi ly DI liéu ca
nhan ca TPS. Tuy nhién, viéc Cha thé dif liéu dong y vé6i Diéu khoan BVDLCN nay khdng dugc
hi€u 13 can cr phap ly duy nhat d€ TPS xtr ly Di¥ liéu cd nhan. Theo d6, TPS cé quyén thu thap,
sr dung, luu trif, cung cép, chia sé, chuyé&n giao hodc thuc hién cac hoat ddng xur ly Dif liéu ca
nhan khac ma khéng can su dong y clia Cha thé dif liéu trong cac trudng hap phap luét quy dinh
khdng phai cd su ddng y ciia Cha thé di liéu.

TPS dugc x{r ly dif liéu c& nhan ma khdng can su dong y ctia Chu thé dif liéu trong pham vi va
theo diéu kién phap ludt cho phép nham:

a) Dé& bao vé tinh mang, stic khde, danh du, nhan phdm, quyén, Igi ich hdp phap clia Bén xUr
ly DI liéu ca nhan hodc ngudi khac trong trudng hgp cap bach; bao vé quyén hodc Igi ich
chinh dang clia minh, ctia ngudi khac hodc Igi ich ctia Nha nudc, clia ¢ quan td chirc mot
cach can thiét trudc hanh vi xam pham Igi ich néi trén. Bén kiém soat DI liéu ca nhan, Bén
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XU ly DT liéu cd nhan, Bén kiém soat va xur ly DI liéu cd nhan, bén th{ ba cd trach nhiém
chirng minh truGng hgp nay;

b)  DE& giai quyét tinh trang khan cdp; nguy cd de doa an ninh qudc gia nhung chua dén mirc

ban bd tinh trang khan cip; phong/chdng bao loan, khing b8, phong/chdng tdi pham va
vi pham phap luat;

¢)  Phuc vu hoat dong clia cd quan Nha nudc, hoat dong quan ly Nha nudc theo quy dinh cla
phap luat;

d)  Thuc hién thoa thuén ciia Bén xir ly dif liéu v8i cd quan, t6 chiic, ca nhan cd lién quan
theo quy dinh cua phap luat;

e)  Trudng hop khac theo quy dinh cta phap luat tirng thai ky.

Trong cac trudng hdp quy dinh tai Diéu ndy, TPS van thuc hién viéc x{r Iy Dif liéu c& nhan theo
ding cac nguyén tdc, diéu kién, trinh tu’ va bién phap bao vé DI liéu ca nhan theo quy dinh cua
phap luat va cac quy dinh ndi b6 cta TPS.

Viéc TPS xtr ly dit liéu cd nhan trong cac trudng hgp phap luat khdng yéu cau phai co su dong y
clia Cha thé dif liéu quy dinh tai Diéu nay khdng lam phat sinh nghia vu phai xin lai hodc bS sung
su ddng y ctia Chu thé dif liéu ddi véi cung hoat dong xur ly dit liéu do, trir trudng hop phap ludt
¢6 quy dinh khac.

Piéu9. SU dung Cookies

1.

Khi Khach hang, Chu thé dif liéu sir dung hodc truy cdp cac trang théng tin dién tir (website),
Ung dung giao dich chiring khoan, nén tang giao dich dién t&r hodc cac kénh s6 khac cta TPS,
TPS c6 thé dt mdt hodc nhiéu Cookies hodc cac cong nghé tuang tu trén thiét bi cia Khach
hang, Chl thé dir liéu dé thu thap, ghi nhan va x&r ly mét sd thdng tin phat sinh tir hoat dong
truy cdp va st dung dich vu. TPS cé thé st dung thdng tin nay d€ nhan dién Khach hang, Chu
thé dir liéu khi Khach hang, Chu thé dit liéu truy cép lai hé théng ctiia TPS; duy tri phién déng
nhap, bao dam an toan, an ninh hé thdng; ghi nhd cac tly chon cta Khach hang; ca nhan hoa
ndi dung, san pham va dich vu; phén tich, thong k& luu lugng truy cdp, hanh vi st dung; do
ludng hiéu qua hoat dong cua website, (g dung va cac nén tang so; dong thdi cai thién chat
lugng san pham, dich vu va trai nghiém ngudi dung. Khach hang, Chu thé dit liéu cé thé sir dung
cai dat trinh duyét hodc thiét bi cia minh dé chip nhan, tir chéi, han ché&, x6a hodc chin Cookies
theo nhu cau clia minh. Tuy nhién, néu Khach hang, Chu thé dit liéu khdng chdp nhdn hodc chin
Cookies tir cac trang tin dién ti hodc hé théng clia TPS, Khach hang, Chu thé dit liéu cé thé
khong tan dung hét tat ca cac tinh nang clia cac trang tin dién tr hodc hé théng ctia TPS. Khach
hang, Chu thé dit liéu xac nhan d3 biét va hiéu rd rang dir liéu phan anh hoat dong, lich st truy
cap va hanh vi truc tuyén dugc thu thap thong qua Cookies dugc phan loai la DI liéu cd nhan
nhay cam theo quy dinh cta phap luat.

TPS c6 thé x{r ly dif liéu cla Khach hang, Cha thé dir liéu thu thap thdng qua Cookies hodc cac
cdng nghé tuong tu theo Diéu khoan BVDLCN dé& phuc vu cac muc dich x( ly Dif liéu ca nhan.

Trong trudng hdp website, (’hg dung hodc cac nén tang s6 cla TPS tich hgp hodc hién thi ndi
dung, dich vu ho¥c tién ich do Bén th(r ba cung cap, Bén thir ba d6 c6 thé thu thap DU liéu ca
nhan clia Khach hang, Cha thé di liéu thong qua Cookies hodc cac cdng nghé tuong tu' khi Khach
hang, Cha thé dir liéu lua chon tucng tac vai ndi dung hodc st dung dich vu cta Bén thir ba.
Viéc thu thap va xr ly DT liéu ca nhan cua Bén th(r ba sé dugc thuc hién theo chinh sach bao vé
dif liéu hodac chinh sach quyén riéng tu clia Bén th( ba do va theo quy dinh cua phap luat.

Piéu 10. Sira doi, bd sung, thay thé Piéu khoan BVDLCN

1.

TPS dudc phép stra ddi, bd sung hodc thay thé mét phan hodc toan bd ndi dung clia Biéu khoan
BVDLCN nay vao tai tirng thdi ky nhdm phu hgp véi quy dinh cta phap ludt, yéu cau cla cd quan
Nha nudc cé thdm quyén, hoat ddng kinh doanh hodc nhu cau quan tri, van hanh cta TPS.

TPS s& thuc hién thdng bdo cac ndi dung stra déi, bé sung, thay thé cua Biéu khoan BVDLCN
nay cho Khach hang, Chu thé dif liéu bang mét trong cac hinh thdc phu hgp, bao gém nhung
khong gidi han: van ban, email, tin nhan, théng bao trén phuaong tién thong tin dai ching, thong
bao trén website, (ing dung hodc cac nén tang giao dich dién tlr ctia TPS, niém yét tai tru s@, cac
diém giao dich ctia TPS va/hodc cac hinh thirc thdng bdo khac TPS danh gia 1a phu hop.

BM01.QD01/BVDLCN_17072026 v1.0 Trang s0: 13/14



Piéu

Piéu
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N\ "TPS DIEU KIEN VA BIEU KHOAN VE BAO VE DU LIEU CA NHAN
TIEN PHONG SECURITIES (DANH CHO CA NHAN)
Néu Khach hang, Cha thé dit liéu ti€p tuc st dung céq san pham, dich vu, duy tri quan hé giao
dich hoac ti€p tuc thuc hién cac giao dich sau thgi diém TPS da thong bao dugc hiéu la Khach
hang, Chu thé dir liéu d& doc, da hi€u rd va chdp nhan toan bd cac sira ddi, bd sung, thay thé
cta biéu khoan BVDLCN nay cua TPS.

11. Giai quyét tranh chap

Néu co bat ky tranh chap nao phat sinh hoac lién quan dén viéc xtr ly DI liéu ca nhan thi Khach
hang, Chu thé dir liéu va TPS trudc hét sé cing nhau giai quyét théng qua thucng lugng. Trong
trudng hgp thuong lugng khong thanh, cac bén cé quyén dua vu tranh chap dé ra Toa an co
thdm quyén & Viét Nam dé giai quyét.

12. Piéu khoan thi hanh

biéu khoan BVDLCN nay la mot phan dinh kém, khoéng tach rgi véi cac hgp dong, thoa thuan,
cam k&t va cac van ban khac dugc xac 1ap gitta Khach hang, Chua thé di liéu vSi TPS; dong thdi
ap dung ddi véi moi DI liéu cd nhan clia Khach hang, Chu thé dir liéu trong qua trinh thiét Iap,
thuc hién va chdm ddt quan hé gira Khach hang va TPS.

Trudng hgp cd su’ khac nhau gilta Biéu khoan BVDLCN nay vdi cac hgp dong, thdéa thuan, cam
két hodc van ban khac dugc giao két gilta TPS va Khach hang lién quan dén viéc xr ly DT liéu
ca nhan thi biéu khoan BVDLCN nay dugc uu tién ap dung doi véi cac ndi dung vé bao vé va xur
ly DTt liéu c& nhan.

Trudng hogp Khach hang, Chu thé dif liéu cé bt ky y kién, yéu cau, phan d6i hodc dé nghi nao
lién quan dén viéc xr ly DT liéu c& nhan, Khach hang, Chua thé dir liéu cb thé lién hé vai TPS
thdng qua cac diém giao dich, cac kénh chdm séc khach hang hodc cac phuong thirc lién hé do
TPS c6ng bd tai https://tpbs.com.vn/vi/lien-he d& dugc hudng dan, ho trg va giai quyét./.
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N\ [’ TPS TERMS AND CONDITIONS ON PERSONAL DATA PROTECTION
TIEN PHONG SECURITIES (FOR INDIVIDUALS)

Document No.: BM01.QD01/BVDLCN_ 17072026 v1.0
Last Updated/Effective Date: 17/07/2026

These Terms and Conditions on Personal Data Protection (the “Personal Data Protection T&Cs")
set out the principles, scope, purposes and methods of Processing Personal Data, as well as the rights
and obligations of the parties involved in such Processing, when products or services are used or a
relationship with TPS otherwise arises.

Under these Personal Data Protection T&Cs, TPS may act, depending on the relevant context and
circumstances, as a Personal Data Controller, a Personal Data Processor, a Personal Data Controller
and Processor, and/or a Third Party involved in the processing of Personal Data.

Article 1. Definitions

1. “TPS"” means Tien Phong Securities Corporation.

2.  “Data Subject” means an individual to whom the Personal Data relates.

3. “Customer” means any person who accesses, enquires about, registers for, uses, or is otherwise
involved in TPS’s operations, the provision of TPS's products or services, or other activities within
the TPBank Ecosystem. Under these Personal Data Protection T&Cs, a Customer may be either
the Data Subject or a Personal Data Provider that provides a Data Subject’s Personal Data to
TPS.

4.  “Personal Data” means digital data or information in any other form that identifies or is capable
of identifying a specific individual, including Basic Personal Data and Sensitive Personal Data.
Data that has been de-identified such that it no longer identifies, or is incapable of identifying a
specific individual shall no longer constitute Personal Data.

5. “Basic Personal Data” means Personal Data relating to an individual’s identity and background
information that is commonly used in transactions and social interactions, including:

a) Full name, middle name and birth name, other names (if any);

b) Date of birth; date of death or disappearance;

o) Gender;

d) Place of birth, place of birth registration, place of permanent residence registration, place
of temporary residence registration, current residence, hometown, contact address;

e) Nationality;

f) Images of individuals;

g) Telephone number, personal identification number, passport number, driver’s license
number, license plate number;

h)  Marital status;

i) Information about family relationships (parents, children, spouses);

j) Information about the individual’s digital account;

k)  Other information associated with a specific person or helping to identify a specific person
that does not fall under the provisions of clause 6 of this Article.

6. “Sensitive Personal Data” means Personal Data associated with an individual’s privacy that,

if infringed, may directly affect the lawful rights and interests of agencies, organizations or
individuals, including:

a) Data revealing racial and ethnic origins;

b)  Views on politics, religion and belief;

C) Information about private life, personal secrets, family secrets;
d) Health status;

e) Biometric data, genetic characteristics;

f) Data revealing the sex life and sexual orientation of individuals;
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10.

11.

12.

13.

14.

15.

16.

17.

N[jTPS TERMS AND CONDITIONS ON PERSONAL DATA PROTECTION
TIEN PHONG SECURITIES (FOR INDIVIDUALS)

g) Data on crimes and violations of law collected and stored by law enforcement agencies;
h)  An individual’s location as determined through location services;

i) Information on usernames and passwords to access electronic identification accounts of
individuals; images of identity cards, citizen identity cards and other personal identification
documents;

i) Bank account usernames and passwords; bank card information, data on transaction
history of bank accounts; financial and credit information and information on activities and
history of financial, securities and insurance transactions of Customers at credit institutions,
foreign bank branches, payment intermediary service providers, securities, insurance, and
other licensed organizations;

k) Data tracking the use of telecommunications services, social networks, online
communication services and other cyberspace services;

)] Other Personal Data required by law to be kept confidential or subject to strict security
measures.

“Personal Data Protection” means the use by agencies, organizations and individuals of
personnel, resources and measures to prevent and combat infringements of Personal Data.

“Processing of Personal Data” means any operation performed on Personal Data, including
one or more of the following: collection, analysis, aggregation, encryption, decryption,
rectification, deletion, destruction, de-identification, provision, disclosure or transfer of Personal
Data; processing of data through the Big Data Analytics System referred to in clause 16 of this
Article; and any other operation relating to Personal Data, including Automated Personal Data
processing referred to in clause 17 of this Article.

“Personal Data Provider” means an organization or individual that provides Personal Data of
a Data Subject to TPS on the basis of the Data Subject’s authorization or consent, or on any other
lawful basis prescribed by law.

“Personal Data Controller” means an agency, organization or individual that determines the
purposes and means of processing Personal Data.

“Personal Data Processor” means an agency, organization or individual that processes
Personal Data under a contract and at the request of a Personal Data Controller or a Personal
Data Controller and Processor.

“Personal Data Controller and Processor” means an agency, organization or individual that
determines the purposes, means of processing Personal Data and directly carries out the
processing of Personal Data.

“Third Party” means an organization or individual, other than the Data Subject, Personal Data
Controller, Personal Data Processor or Personal Data Controller and Processor, that participates
in the processing of Personal Data in accordance with law.

“TPBank Ecosystem” includes TPS; Tien Phong Commercial Joint Stock Bank (TPBank), as
TPS's parent company; subsidiaries and affiliates of TPBank or TPS; and other companies
connected through cooperation with TPBank or TPS in providing products and services, promoting
business, and supporting one another in order to create synergies, foster sustainable
development, and offer Customers comprehensive financial and non-financial products, services,
and experiences.

“Cookies” means a small file placed on a Data Subject’s device when the Data Subject accesses
a website. It records information about the Data Subject’s device, browser and, in certain cases,
the Data Subject’s preferences and browsing habits.

“Big Data Analytics System” means a system that collects, stores, processes and analyzes
data (including Personal Data) on a large scale, continuously and automatically, by integrating
data from multiple sources to enable the analysis of Data Subjects’ behavior, user segmentation,
trend forecasting or the generation of conclusions for management, business and decision-
making purposes.

“Automated Personal Data Processing” means the performance of one or more Personal
Data processing operations through information systems, software, artificial intelligence (AI) or
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other automated technologies, where the processing is carried out automatically with no, or very
limited, direct human intervention at each stage, for the purposes of collecting, recording, storing,
analyzing, reconciling, inferring, classifying, assessing, predicting or personalizing data, or
generating results, recommendations, decisions or other information relating to a Data Subject.
Algorithms, models and processing procedures may be updated, adjusted or improved during
operation to enhance data-processing quality, risk management, product and service
development and Customer experience.

Article 2. Principles of Personal Data Processing

1.

TPS shall collect, process, store, use, provide, share, transfer and otherwise process Personal
Data of Data Subjects in accordance with the Law on Personal Data Protection, TPS’s functions
and scope of operations, and these Personal Data Protection T&Cs.

2. TPS processes Personal Data on the basis of the following principles:

a) Purpose limitation: Personal Data shall be processed only for the purposes notified by TPS
to the Data Subject or for other purposes permitted by law.

b)  Lawfulness, fairness and transparency: Personal Data shall be processed on a lawful basis.
The Data Subject shall be informed of the matters required by law, unless otherwise
prescribed by law or otherwise agreed between TPS and the Data Subject.

c) Data minimization: TPS shall collect and process only such Personal Data as is necessary
and appropriate for the relevant processing purposes, the provision of products and
services, risk management, the performance of contractual obligations, and compliance
with legal obligations.

d)  Accuracy: TPS shall take reasonable measures to ensure that Personal Data is kept up to
date, complete and accurate, within the scope of the data provided by the Data Subject or
lawfully collected by TPS.

e)  Storage limitation: Personal Data shall be retained only for as long as necessary to fulfill
the relevant processing purposes, perform contracts, resolve complaints or disputes,
comply with TPS’s legal obligations, or for any other period prescribed by law.

f) Security and confidentiality: TPS shall implement appropriate managerial, technical and
organizational measures to protect Personal Data against unauthorized access, use,
disclosure, alteration or destruction, and shall control access to Personal Data based on
authorization levels and business needs.

g)  Accountability: TPS shall be responsible for the processing of Personal Data under its
management in accordance with law and shall regularly review and update its Personal
Data protection measures to ensure legal compliance.

3. Where the law requires the consent of the Data Subject for the processing of Personal Data, TPS
shall process such Personal Data only after obtaining valid consent from the Data Subject, unless
such processing is permitted by law without the Data Subject’s consent.

4, TPS's processing of Personal Data always ensures a balance between the lawful rights and
interests of the Data Subject and the lawful rights and interests of TPS in the provision of products
and services, risk management, fraud prevention and control, the prevention and combating of
money laundering, terrorist financing, the financing of the proliferation of weapons of mass
destruction, and the fulfillment of obligations in accordance with law.

Article 3. Purposes of Personal Data Processing

TPS may process the Personal Data of Customers and Data Subjects for the purposes set out below.

1.

Establishing, maintaining and managing relationships with Customers and Data
Subjects; providing, managing and operating TPS’s products and services, including
but not limited to the following purposes:

a) Identifying, verifying, authenticating and updating information of Customers and Data
Subjects (KYC/eKYC); determining legal status, legal capacity and investor status;
classifying Customers; assessing the suitability of products and services; implementing
measures to prevent and combat money laundering, terrorist financing, the financing of
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b)

d)

e)

9)

h)

the proliferation of weapons of mass destruction, fraud and compliance with applicable
law;

Receiving, reviewing and deciding on the opening, management, modification, suspension,
blocking or closure of accounts; establishing, implementing, amending, supplementing,
extending or terminating contracts, agreements and transactions related to TPS’s products
and services;

Providing TPS products and services, including but not limited to securities brokerage
services, securities custody, margin trading, advances against securities sale proceeds,
securities investment advisory, corporate finance advisory, underwriting, issuing agents,
registration agents, depository agents, bond payment agents, management of
bondholders’ registers and other securities products and services in accordance with law;

Receiving, processing, confirming, modifying, canceling or rejecting trading orders;
performing operations of registration, depository, clearing, payment, reconciliation,
transfer of securities ownership, the exercise of rights attached to securities, and other
operations arising from the provision of products and services;

Managing records, accounts, assets, investment portfolios, transaction history, product and
service usage history, identification information, financial information, contact information
and other information arising in the process of establishing, maintaining and performing
relationships with Customers;

Performing accounting, reconciliation, charge collection, payment, settlement and financial
operations arising from the provision of products and services;

Contacting Customers to provide information, notices, transaction confirmations, risk
warnings, technical support and Customer care services, and to receive and resolve
requests, feedback, complaints, disputes or issues arising from the use of products and
services;

Analyzing the Customer’s needs, investment objectives, risk appetite, financial ability,
behavior and history of using products and services for the purposes of providing advice,
making recommendations, personalizing or integrating TPS’s products and services in
accordance with the Customer’s needs, on the basis of compliance with law.

Assessing the Customer’s needs, objectives and characteristics to provide TPS
investment advisory, asset management, investment portfolio management and
comprehensive financial solutions, including but not limited to the following purposes:

a)

b)

c)

d)

e)

Analyzing the Customer’s information, financial situation, needs, investment objectives, risk
appetite, risk tolerance, investment experience, transaction history and other information
in order to assess the suitability of products and services and develop appropriate advisory
solutions;

Providing securities investment advisory services, corporate finance advisory, transaction
structure advisory, asset management, investment portfolio management and other
advisory services in accordance with law;

Proposing, designing, personalizing or adjusting investment portfolios, investment
strategies, asset allocation plans and asset management solutions in accordance with the
Customer’s needs, investment objectives, financial ability and risk appetite;

Proposing, introducing or supporting Customers in accessing TPS's products and services
in order to provide comprehensive financial solutions, including but not limited to securities
products and services and other lawful products and services from time to time;

Monitoring and evaluating investment performance, portfolio fluctuations and the suitability
of products and services, and updating and adjusting recommendations, investment
solutions or financial solutions according to Customers’ needs and market developments;

Contacting Customers to provide reports, investment recommendations, market
information, investment opportunities, risk warnings, analytical newsletters, seminar
information and other information relating to advisory services, on the basis of compliance
with law.
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Appraising, providing, managing and controlling risks relating to products and

services involving credit facilities or lending, including but not limited to the following
purposes:

a)

b)

c)

d)

e)

9)

Appraising, evaluating and deciding on the grant, adjustment, extension, suspension or
termination of margin trading limits, advances against securities sale proceeds, and
products and services involving credit extension, payment obligations or other financial
obligations provided by TPS from time to time;

Assessing financial capacity, solvency, transaction history, creditworthiness, assets,
collateral, safety ratios and other factors in order to serve the appraisal, management and
control of risks of the products and services specified in this Section;

Managing collateral, margin ratios and safety ratios; performing margin calls, forced sales,
handling collateral, recovering receivables, setting off, blocking, deducting or applying
other remedial measures in accordance with contracts, agreements and law;

Monitoring, providing early warnings of, and controlling risks related to solvency,
fluctuations in the value of collateral, transaction limits, investment limits, ownership limits,
credit extension limits and other risks in order to ensure the safety of TPS, Customers and
related parties;

Performing accounting, reconciliation, calculation of interest and charges, allocation of
collateral, management of payment obligations, and accounting and financial operations
arising from the products and services specified in this Section;

Exchanging, providing and receiving information with payment banks, depository banks,
securities registrars, depository and clearing organizations, issuers, collateral management
organizations, competent State authorities and other relevant parties to the extent
necessary for the implementation of the products and services specified in this Section, in
accordance with law;

Implementing the necessary rights, obligations and measures to manage and recover
receivables, handle breaches of payment obligations, and protect the lawful rights and
interests of TPS, Customers and related parties in accordance with contracts, agreements
and law.

Developing, improving and personalizing products and services; improving the
quality of Customer care and experience; supporting governance, risk management,
marketing and communication activities, including but not limited to the following
purposes:

a)

b)

0)

d)

Analyzing transaction data, investment portfolios, the history of use of products and
services, investment needs, financial objectives, service usage behavior, financial
information and other lawful information to evaluate business performance, product and
service quality and risk management effectiveness, and to enhance Customer experience;

Analyzing, assessing the suitability of products, Customers’ risk appetite, investment
objectives, financial capacity, risk tolerance, level of engagement, Customer lifecycle value
and demand for products and services for the purposes of providing advice, making
recommendations, and personalizing or integrating TPS’s products and services to suit each
Customer;

Building, operating, testing and improving statistical models, data analytics, Customer
segmentation, Customer scoring, forecasting, risk management, machine learning, artificial
intelligence (AI), big data and other data analytics technologies for the purposes of
supporting management activities, developing products, enhancing Customer care and
improving TPS's operational efficiency. For the avoidance of doubt, Al is used solely as a
supporting tool. Any decision that may materially affect a Customer shall be made or
reviewed in accordance with TPS's internal control procedures;

Researching, designing, developing, testing, improving, integrating and deploying new
products, services, digital platforms, utilities, technology solutions, business models and
services;
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e)

f)

9)

h)

Analyzing the effectiveness of using products and services, the effectiveness of business
programs, marketing, customer care, loyalty programs, sales promotions, seminars, events
and other trade promotion activities to improve the quality of products, services and
business efficiency;

Conducting market research, demand surveys, satisfaction surveys, evaluating user
experience, forecasting investment trends, trends in the use of products and services, and
developing business policies, pricing policies, incentive programs, Customer care programs
and appropriate development solutions;

Contacting Customers to provide information, newsletters, analytical reports, market
information, investment opportunities, product and service introductions, incentives, loyalty
programs, seminars, events and other marketing, promotional and communication
activities of TPS;

Personalizing the content displayed on TPS's websites, applications, electronic trading
platforms, Customer communication systems and other channels through which TPS
provides its products and services; and recommending appropriate products, services,
communications, policies and approaches based on Customers’ data and lawful usage
behaviour;

Analyzing aggregated, encrypted or anonymized data for the purposes of research,
statistical analysis, strategic planning, technology development, business model
development and improving the quality of TPS's products and services in accordance with
law.

Providing, sharing, connecting, transferring or exchanging Personal Data with
companies within the TPBank Ecosystem, partners, organizations and individuals
having cooperative relationships with, or contractual arrangements with, TPS, and
other relevant parties in order to enhance the utility of, and Customer experience in
relation to, products and services within the TPBank Ecosystem, thereby improving
the quality of services provided to Data Subjects and Customers, including but not
limited to the following purposes:

a)

b)

c)

d)

e)

Performing the conclusion, implementation, management, amendment, supplementation,
extension or termination of contracts, agreements and transactions; exercising the
resulting rights and obligations; and providing, operating, supporting and maintaining the
usage of products and services of TPS and/or the TPBank Ecosystem;

Analyzing, collating and compiling Personal Data to have a better understanding of the
investment needs, investment objectives, financial capacity, current and future financial
status, risk appetite, product and service usage behavior, and other financial needs of the
Data Subject in order to provide, integrate, personalize and improve the quality of the
products, services and financial solutions of TPS and/or the TPBank Ecosystem;

Researching, developing, improving, upgrading, integrating and optimizing the products,
services, trading platforms, applications, online services, utilities and technology solutions
of TPS and/or the TPBank Ecosystem; developing new products, services and features; and
improving the quality and efficiency of the provision of products, services and experiences
to Customers and Data Subjects;

Operating, managing, supervising and ensuring the safety and security of information
technology systems, transaction platforms, applications, online services, databases and
technical infrastructure of TPS and/or the TPBank Ecosystem; storing, backing up,
synchronizing data; providing technical support, maintenance, upgrades, troubleshooting
and other necessary measures to ensure the stability, safety, security and continuity of the
provision of products and services; and supporting Customers and Data Subjects in the
process of using products and services or when incidents and emergencies arise;

Performing identity authentication, electronic authentication and transaction authentication
for Customers and Data Subjects through appropriate methods in accordance with law and
TPS’s internal regulations, including but not limited to multi-factor authentication (MFA),
biometric authentication, electronic signatures, digital signatures, OTPs and other lawful
authentication methods, in order to ensure safety and security in establishing, accessing
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and using accounts, conducting transactions, and using the products and services of TPS
and/or the TPBank Ecosystem;

f) Providing, exchanging or sharing Personal Data with companies in the TPBank Ecosystem
and related organizations and individuals to support centralized risk management,
compliance management and conflict-of-interest control; managing, inspecting, comparing
and monitoring compliance with law and internal regulations relating to investment
activities, proprietary trading, investment portfolio management, securities trading, and
transactions conducted by internal persons and related persons; and controlling investment
limits, credit extension limits, ownership limits, transaction limits, prudential ratios and
other limits prescribed by law or internal regulations applicable within the TPBank
Ecosystem;

g) Synchronizing, sharing and exchanging Personal Data between TPS and companies in the
TPBank Ecosystem to enable Customers and Data Subjects to access, register for, use,
manage and experience products and services within the TPBank Ecosystem in a
convenient, consistent and continuous manner; and supporting the provision of integrated
financial solutions, Customer care programs, incentive programs and other utilities from
time to time, on the basis that TPS and companies within the TPBank Ecosystem apply
Personal Data protection measures and comply with law;

h)  Exchanging, comparing, verifying or providing Personal Data with relevant organizations
and individuals in order to perform operations, transactions and obligations under contracts
or as prescribed by law; settling requests, complaints and disputes; and establishing,
exercising or protecting the lawful rights and interests of TPS, Customers, Data Subjects
and related parties.

Performing risk management, compliance management and internal control;
performing reporting, information disclosure, provision, exchange of information and
other legal obligations in accordance with law; and supporting centralized
governance, risk management and compliance control activities within the TPBank
Ecosystem, including but not limited to the following purposes:

a) Providing, exchanging, comparing and verifying information with competent authorities,
competent organizations and individuals, or other relevant parties as required by or in
accordance with law; fulfilling obligations under Vietnamese law, international treaties or
lawful requests of competent authorities;

b)  Performing obligations of reporting, information disclosure, statistical, accounting, tax,
record-retention, auditing, inspection, examination, supervision, compliance management,
anti-money laundering and other legal obligations as prescribed by law;

C) Carrying out other Personal Data processing activities necessary for TPS and companies
within the TPBank Ecosystem to exercise their rights, perform their obligations and fulfill
their legal responsibilities in accordance with law.

Identifying, verifying, updating and managing shareholder information; exercising
shareholders’ rights and obligations and carrying out corporate governance activities,
including but not limited to the following purposes:

a) Recording, updating and managing the Shareholder Register and shareholder lists;
verifying the status, rights and information of shareholders in accordance with law;

b)  Organizing and implementing General Meeting of Shareholders and corporate governance
activities, including preparing shareholder lists, determining eligibility to attend and vote,
sending documents, conducting opinion collection, counting votes, conducting elections
and voting, and preparing and retaining records, minutes and resolutions in accordance
with law;

c) Paying dividends, distributing entitlements and other benefits, and facilitating the exercise
of shareholders’ rights in accordance with law, the Charter of TPS and the resolutions of
the General Meeting of Shareholders;

d) Performing reporting and information disclosure obligations, retaining records, and
providing information to competent authorities, audit firms, shareholder management
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e)

organizations, securities registration, depository and clearing organizations, or other
competent organizations and individuals as prescribed by law;

Managing shareholder relations, receiving and settling requests and complaints, exercising
other rights and obligations relating to shareholders, and protecting the lawful rights and
interests of shareholders and TPS in accordance with law.

8. Internal administering and operating, and protecting the lawful rights and interests
of TPS, including but not limited to the following purposes:

a)

b)

<)

d)

e)

9)

Article 4.

Performing, establishing or protecting the lawful rights and interests of TPS, Customers,
Data Subjects or related parties in the process of entering into and performing contracts,
settling claims, complaints, disputes, legal proceedings, judgment enforcement or other
legal procedures;

Supporting governance, operation, internal control, internal audit, risk management,
compliance management, strategic planning, restructuring, business development and
other corporate governance activities of TPS;

Maintaining, operating and ensuring the safety, security and continuity of information
technology systems, technical infrastructure, databases, transaction systems and platforms
supporting the operations of TPS; researching, testing, deploying and operating technology
solutions, including but not limited to cloud computing, big data, artificial intelligence (AI),
blockchain and other technologies in accordance with law;

Recording audio and video, and storing images, audio recordings and electronic logs at the
head office, transaction locations, Customer service centers, electronic transaction systems,
applications or other channels used by Customers and/or individuals related to Customers
in order to ensure security and safety, prevent risks, preserve evidence for dispute
resolution and improve service quality;

Carrying out enterprise reorganization, mergers, consolidations, divisions, demergers,
capital transfers, asset transfers, restructuring or other corporate transactions in
accordance with law;

Storing, backing up, synchronizing, transferring and processing Personal Data on systems
located within or outside Vietnam territory; transferring Personal Data abroad for the
purposes of data storage and system operation, the use of partners’ services, contract
performance or meeting TPS’s operational requirements in accordance with law;

Performing other necessary Personal Data processing activities to ensure the lawful, safe
and continuous operation of TPS or to enable TPS to exercise its rights and fulfill its
obligations in accordance with law.

Sources of Personal Data and Relevant Parties Involved in the Collection and
Sharing of Personal Data

1. TPS, its Personal Data Processors, Third Parties, and organizations and individuals authorized or
engaged by TPS to carry out the processing of Personal Data may collect the Personal Data
specified in Article 1 of these Personal Data Protection T&Cs from Customers and Data Subjects
through one or more lawful sources, including but not limited to the following:

a)

b)

Through the relationship between the Customer or Data Subject, or the legal representative
of the Customer or Data Subject, and TPS, including but not limited to Personal Data
provided by the Customer or Data Subject in records, registration applications, contracts,
agreements, supporting documents, forms and/or transaction documents; during the
Customers’ or Data Subjects’ registration for and use of products and services of TPS and/or
the TPBank Ecosystem, participation in surveys, seminars, events, Customer care
programs, contests, promotions and/or other activities organized by TPS and/or the TPBank
Ecosystem; and during TPS’s assessment and evaluation of the conditions of providing
other products and services to Customers and Data Subjects;

Through direct or indirect contact or communication between the Customer or Data Subject
and TPS and/or individuals or organizations authorized or engaged by TPS to provide
services, whether orally, in writing or by electronic means, including but not limited to
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telephone calls, emails, messages, websites, applications, electronic trading platforms and
other communication channels;

c)  Through the process of interactions, transactions and monitoring activities between the
Customer or Data Subject and TPS, including information arising from communications
(oral or written), transaction data, data relating to access to and use of the system; data
collected through call recording (via the Call Center or online consultation channels), video
recordings (images and videos) captured through the surveillance camera system (CCTV)
at TPS’s head office, transaction locations, biometric identification systems or other
electronic transaction channels;

d) From service providers, partners, consultants or Third Parties having a cooperative
relationship with TPS and/or the TPBank Ecosystem, including but not limited to providers
of information technology services, data storage, electronic identification and
authentication, payment, banking, surveys, media, social media services, marketing, risk
management, fraud prevention, auditing, advisory and other supporting services for TPS's
business activities;

e) From Third Parties having a relationship with the Customer or Data Subject, including but
not limited to legal representatives, authorized representatives, employers, joint account
holders, credit providers, collateral providers, guarantors, issuers, payment banks,
depository banks, credit institutions, securities registration, depository and clearing
organizations, stock exchanges, electronic identification service providers, partners or other
relevant organizations and individuals as prescribed by law;

f) From competent State authorities, competent organizations and individuals, or
organizations providing information in accordance with law in Vietnam or abroad, including
but not limited to State management authorities, tax authorities, judicial authorities,
investigation authorities, prosecution authorities, Stock Exchanges, securities registration,
depository and clearing organizations, issuers, credit rating agencies, credit report
providers, credit information providers, credit scoring service providers in accordance with
law, including the Vietnam National Credit Information Center (CIC), Vietnam Credit
Information Joint Stock Company (PCB), electronic authentication service providers and
other entities performing similar functions from time to time;

g) From publicly available information sources, databases or other lawful sources of
information published in accordance with law;

h)  From video footage, images, audio recordings and electronic data recorded or stored by
surveillance cameras systems, audio-recording systems, transaction systems or other
technical equipment or technical means at TPS’s business premises and transaction
locations;

i) Through Cookies, IP addresses, device data, access logs, transaction logs, tracking
technologies or similar monitoring devices or tools used on websites, applications,
electronic trading platforms or other systems under the management of TPS;

j) From Third-Party data sources to which the Customer or Data Subject has consented to
the collection, sharing or processing of Personal Data, or from sources where the collection,
sharing or processing of Personal Data is carried out in accordance with law;

k) From other lawful sources with the consent of the Data Subject or as required by law.

Personal Data may be collected at TPS’s head office, branches, transaction offices and business
locations; through organizations and individuals authorized or engaged by TPS to provide
services; and through TPS’s systems, communication facilities and channels, including but not
limited to websites, applications, electronic trading platforms, call centers, telephone calls, emails,
messages, face-to-face or online meetings, electronic transaction channels and other means of
communication. For the avoidance of doubt, Personal Data may be collected directly from
Customers or Data Subjects at the request of TPS during the provision of products and services,
or collected by TPS from lawful sources, or generated, aggregated or combined with other
information lawfully obtained by TPS.

TPS may collect, receive, exchange, provide or share Personal Data with relevant organizations
and individuals to the extent necessary to carry out the notified purposes of processing Personal
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Data, including organizations and companies within the TPBank Ecosystem, competent State
authorities, Stock Exchanges, securities registration, depository and clearing organizations,
payment banks, depository banks, credit institutions, issuers, partners, service providers,
advisory organizations, organizations and individuals authorized by TPS or engaged by or entered
into contracts or agreements with TPS, and other parties that collect, share and process Personal
Data with TPS in accordance with law.

Article 5. Rights and Obligations of Customers and Data Subjects

1.

Customers and Data Subjects have the following rights:
a) Being informed of the processing of their Personal Data;

b)  Giving or withholding consent to, and withdrawing consent for the processing of Personal
Data, except where the processing of Personal Data is carried out without the consent of
the Data Subject in accordance with law;

c)  Accessing and reviewing their Personal Data, requesting its provision, rectification, updating
or supplementation;

d) Requesting the erasure of, or restriction on the processing of Personal Data; objecting to
the processing of Personal Data;

e) Lodging complaints or denunciations, initiating legal proceedings, claiming damages, or
requesting competent State authorities, TPS and relevant organizations and individuals to
apply measures for the protection of Personal Data in accordance with law;

f) Deciding whether to give or withhold consent to all or any part of these Personal Data
Protection T&Cs, provided that such consent shall not be a mandatory condition for TPS to
provide its products and services to Customers;

g) Exercising other rights of Data Subjects in accordance with law.

2. Customers and Data Subjects shall fulfill the following obligations:

a)  Protecting their own Personal Data; taking measures to ensure the security of account
information, authentication credentials and other confidential information;

b)  Respecting and protecting the Personal Data of others, and taking responsibility for
providing the Personal Data of others to TPS in accordance with law;

C) Providing their Personal Data fully, accurately, truthfully and promptly in accordance with
law, under contracts or upon consent to the processing of their Personal Data; updating
such Personal Data whenever changes occur; and taking responsibility for the accuracy and
legality of the Personal Data provided to TPS;

d) Coordinating with TPS in verifying and updating information, processing requests relating
to Personal Data, and implementing information security measures as lawfully requested
by TPS;

e) Complying with the law on the protection of Personal Data; participating in the prevention
of infringements of Personal Data, and performing other obligations of Data Subjects in
accordance with law;

f) Lodging complaints or denunciations, initiating legal proceedings, claiming damages;
requesting the implementation of measures and solutions to protect their Personal Data in
accordance with law.

Article 6. Storage of Personal Data

1. Personal Data shall be stored by TPS, and appropriate technical, managerial and organizational
measures shall be applied to ensure the safety and security of Personal Data during its collection,
storage, use, sharing, transfer and processing, in accordance with law.

2. To the extent permitted by law, TPS may store Personal Data in Vietham or abroad (outside the

territory of Vietnam), including on information technology systems, data centers, cloud storage
solutions or other storage infrastructure provided by TPS, companies within the TPBank
Ecosystem, or partners lawfully providing management and operational services in accordance
with law.
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Personal Data shall be retained for as long as necessary to fulfill the processing purposes
disclosed to or agreed with the Customer or Data Subject under these Personal Data Protection
T&Cs, any relevant contracts, agreements or other documents, unless a longer retention period
is required or permitted for governance, risk management, complaint and dispute resolution,
litigation, protection of TPS’s lawful rights and interests, or in compliance with applicable law.

Article 7. Representations and Confirmations of Customer and Data Subject

1.

Personal Data that the Customer or Data Subject provides to TPS and/or that TPS lawfully collects
during the process of establishing, performing and managing its relationship with the Customer
or Data Subject may include Basic Personal Data and/or Sensitive Personal Data. By accepting
these Personal Data Protection T&Cs, the Customer or Data Subject confirms that they have been
notified by TPS of the processing of Personal Data and voluntarily consent to TPS’s processing
such Personal Data within the scope, for the purposes and by the methods specified in these
Personal Data Protection T&Cs, to the extent permitted by law.

TPS Processes the Personal Data of children, persons who lack legal capacity, persons with limited
legal capacity, and persons with difficulties in cognition or behaviour control in accordance with
the principle of protecting their rights and best interests and in accordance with law. Where the
Customer provides TPS with the Personal Data of a Third Party who is a Data Subject (including
but not limited representatives, authorized persons, dependants, related persons in accordance
with law, friends, references, beneficiaries, partners, emergency contacts, children, persons who
lack legal capacity, persons with limited legal capacity, persons with difficulties in cognition or
behaviour control, or other Data Subjects), the Customer warrants that they have notified of and
obtained the consent of the Data Subject and/or the Data Subject’s legal representative for
providing such Personal Data to TPS, and confirms that such Data Subject and/or their legal
representative has also been notified of and has consented to the processing of such Personal
Data in accordance with these Personal Data Protection T&Cs.

Customers and Data Subjects confirm that they have read and fully understood the rights and
obligations of the Data Subject and as the Data Subject, the categories of Personal Data to be
processed, the purposes of processing Personal Data, and the organizations and individuals with
whom Personal Data may be shared or by whom Personal Data may be processed. By accepting
these Personal Data Protection T&Cs, the Customer or Data Subject acknowledges that the
information contained herein constitutes the notice provided by TPS to the Customer or Data
Subject prior to the processing of Personal Data. The Customer or Data Subject agrees not to
bring any claims against TPS arising from the processing of Personal Data carried out within the
scope notified and in accordance with these Personal Data Protection T&Cs.

From the time the Customer or Data Subject provides Personal Data to TPS and/or TPS lawfully
collects such Personal Data until the Customer or Data Subject no longer has any transactions or
obligations with TPS, TPS has completed the purposes of processing Personal Data, and the
retention period prescribed by law or under these Personal Data Protection T&Cs has expired,
whichever occurs later, TPS shall be entitled to process the Personal Data of the Customer or
Data Subject for one, several, or all of the purposes listed in Article 3 of these Personal Data
Protection T&Cs, provided that such processing is not contrary to the law.

The Customer or Data Subject acknowledges and undertakes that:

a) TPS has fully explained these Personal Data Protection T&Cs, and the Customer or Data
Subject confirms that they have read, understood and agreed to these Personal Data
Protection T&Cs. The Customer or Data Subject understands that they have the right to
give or withhold consent to, or withdraw consent from all or part of these Personal Data
Protection T&Cs, and that such consent is not a mandatory condition for TPS to provide its
products and services to the Customer;

b)  The Customer or Data Subject has been notified by TPS of the processing of Personal Data
and has consented to TPS’s processing Personal Data in accordance with these Personal
Data Protection T&Cs. Any withdrawal of consent by the Customer or Data Subject (if any)
shall not affect the lawfulness of any processing of Personal Data carried out prior to such
withdrawal;

c)  The Customer or Data Subject is fully aware of and shall be responsible for all consequences
and damages that may arise from withdrawing consent or requesting the rectification,
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erasure or restriction of the processing of their Personal Data. Where the exercise of such
rights results in TPS no longer having sufficient lawful grounds, data or necessary
conditions to continue providing products and services or exercising its rights and
performing its obligations under contracts, agreements or applicable law, TPS reserves the
right to notify the Customer or Data Subject and to take any necessary measures to protect
its lawful rights and interests, including but not limited to:

(i)  TPS refusing, suspending or terminating the provision of some or all products and
services or the execution of certain transactions requested by the Customer;

(i)  TPS suspending or terminating the performance of part or all of the relevant
contracts, agreements, commitments or other documents without incurring any
liability, even where such termination causes damage to the Customer or Data
Subject;

(iii)  TPS terminating the Customer’s rights, incentives, utilities or other lawful interests
associated with the processing of Personal Data;

(iv) TPS requesting the Customer or Data Subject to consider amending or withdrawing
their request so that TPS has a lawful basis to continue providing products and
services. If the Customer or Data Subject does not agree and, as a result, TPS is no
longer legally entitled to continue providing products and services, TPS may apply
the measures specified above.

d)  Where the Customer or Data Subject withdraws consent or exercises other rights relating
to Personal Data in accordance with law, TPS shall organize the implementation of such
withdrawal by promptly notifying, coordinating with, and requesting the Personal Data
Processor and/or the Third Party to cease the relevant processing of Personal Data in
accordance with the applicable processing purposes, scope and agreements. The
implementation of a request for withdrawal of consent shall be carried out in accordance
with the applicable procedures and within the capabilities of TPS’s technical systems and
information technology infrastructure and/or those of the Personal Data Processor and/or
the Third Party from time to time. Where technical limitations or other issues affect the full
implementation of such request, TPS shall notify the Customer or Data Subject, take
reasonable remedies, and continue to perform its obligations to the extent required by law;

e)  The Customer or Data Subject shall notify TPS of and promptly update TPS regarding any
changes to their Personal Data, and agrees that TPS is entitled to update and amend such
Personal Data based on the change notification provided by the Customer or Data Subject
through TPS's systems and/or through records and documents executed with TPS in
relation to such changes;

f) TPS shall manage and retain the Personal Data of Customers and Data Subjects in
accordance with the processing purposes, protection measures, methods and retention
periods determined in accordance with law. Customers and Data Subjects have the right
to request TPS to provide information, to access, rectify or erase their Personal Data. TPS
shall consider and process such requests in accordance with law, while ensuring data
security, the lawful rights and interests of relevant parties, and any circumstances in which
applicable law permits restrictions on the rights of Customers and Data Subjects;

g)  Upon the request of the Customer or Data Subject made in accordance with law and TPS'’s
internal regulations, TPS shall process requests to access, rectify or erase Personal Data in
accordance with the procedures and time limits prescribed by law. Where technical
limitations or the capabilities of TPS’s information technology systems and infrastructure
affect the implementation of such requests, TPS shall notify the Customer or Data Subject,
take appropriate remedies, and perform its obligations to the extent required by law. Any
inability to implement, or incomplete implementation of such requests shall only occur
where permitted by law;

h)  The Customer or Data Subject agrees that TPS shall not be liable for any damage arising
from inaccurate, incomplete or outdated information provided by the Customer or Data
Subject, from the lawful exercise by the Customer or Data Subject of their rights under
applicable law, or from force majeure events, technical issues or other objective
circumstances beyond TPS’s reasonable control.
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Customers and Data Subjects agree to allow TPS to apply automated data analytics, big data
analytics (Big Data), artificial intelligence (AI) and other lawful technologies to Process Personal
Data. Where data generated through these technologies can be used to identify, or assist in
identifying a specific individual, TPS undertakes to apply Personal Data protection measures in
accordance with law.

Article 8. Processing of Personal Data Without the Data Subject’s Consent

1.

These Personal Data Protection T&Cs set out the principles, purposes and methods of TPS’s
processing of Personal Data. However, the Data Subject’s agreement to these Personal Data
Protection T&Cs shall not be construed as the sole lawful basis for TPS to process Personal Data.
Accordingly, TPS has the right to collect, use, store, provide, share, transfer or carry out other
Personal Data processing activities without the Data Subject’s consent where such processing is
permitted by law without the Data Subject’s consent.

TPS may Process Personal Data without the Data Subject’s consent to the extent and in the
circumstances permitted by law for the following purposes:

a) Protecting the life, health, honour, dignity, lawful rights and interests of the Personal Data
Processor or other persons in urgent circumstances; protecting the lawful rights and
interests of the Personal Data Processor, other persons, the State, agencies and
organizations where necessary against acts infringing such rights and interests. The
Personal Data Controller, Personal Data Processor, Personal Data Controller and Processor
or Third Party shall be responsible for demonstrating that the applicable legal conditions
are satisfied;

b)  Addressing emergencies; responding to threats to national security that do not require the
declaration of a state of emergency; preventing and combating riots, terrorism, crime and
other violations of law;

C) Supporting the activities and State management functions of competent State authorities
in accordance with law;

d) Performing agreements between the Personal Data Processor and relevant agencies,
organizations and individuals in accordance with law;

e)  Other cases as prescribed by law from time to time.

In the cases specified in this Article, TPS shall Process Personal Data in accordance with the
principles, conditions, procedures and measures for the protection of Personal Data prescribed
by law and TPS'’s internal regulations.

TPS's processing of Personal Data in the cases specified in this Article, where the Data Subject’s
consent is not required, shall not give rise to any obligation to obtain or supplement the Data
Subject’s consent for the same processing of Personal Data, unless otherwise provided by law.

Article 9. Use of Cookies

1.

When the Customer or Data Subject uses or accesses TPS's websites, securities trading
applications, electronic trading platforms or other digital channels, TPS may place one or more
Cookies or similar technologies on the Customer’s or Data Subject’s device to collect, record and
process certain information arising from accessing to and use of the services. TPS may use such
information to identify Customers and Data Subjects when they subsequently access TPS’s
systems; maintain login sessions; ensure the safety and security of the systems; remember
Customers’ preferences; personalize content, products and services; analyze and compile
statistics on traffic and usage behavior; measure the performance of websites, applications and
digital platforms; and improve the quality of products, services and user experience. Customers
and Data Subjects may use their browser or device settings to accept, reject, restrict, delete or
block Cookies according to their preferences. However, if a Customer or Data Subject rejects or
blocks Cookies used by TPS's websites or systems, they may not be able to fully utilize all features
and functionalities of such websites or systems. The Customer or Data Subject acknowledges and
understands that data reflecting online activities, access history and online behavior collected
through Cookies is classified as Sensitive Personal Data in accordance with law.

BM01.QD01/BVDLCN_17072026 v1.0 Page No.: 13/14



N\ [’ TPS TERMS AND CONDITIONS ON PERSONAL DATA PROTECTION
TIEN PHONG SECURITIES (FOR INDIVIDUALS)

2. TPS may process the Personal Data of Customers and Data Subjects collected through Cookies
or similar technologies in accordance with these Personal Data Protection T&Cs for the Personal
Data processing purposes set out herein.

3. Where TPS’s websites, applications or digital platforms integrate or display content, services or
utilities provided by a Third Party, such Third Party may collect the Personal Data of Customers
and Data Subjects through Cookies or similar technologies when a Customer or Data Subject
chooses to interact with such content or use the services provided by the Third Party. The
collection and processing of Personal Data by such Third Party shall be carried out in accordance
with its data protection policy or privacy policy and applicable law.

Article 10. Amendment, Supplementation and Replacement of these Personal Data
Protection T&Cs

1. TPS may amend, supplement or replace part or all of these Personal Data Protection T&Cs from
time to time in order to comply with applicable law, the requirements of competent State
authorities, or TPS’s business, administrative or operational needs.

2. TPS shall notify Customers and Data Subjects of any amendment, supplementation or
replacement of these Personal Data Protection T&Cs by any appropriate means, including but not
limited to text messages, emails, messages, notices published through the mass media, notices
posted on TPS’s websites, applications or electronic trading platforms, notices posted at TPS’s
head office and transaction locations, and/or any other method of notification that TPS considers
appropriate.

3. If the Customer or Data Subject continues to use TPS’s products and services, maintains a
transaction relationship with TPS, or continues to conduct transactions after TPS has given such
notice, the Customer or Data Subject shall be deemed to have read, understood and accepted all
amendments, supplementations and replacements to these Personal Data Protection T&Cs.

Article 11. Dispute Resolution

If any dispute arises out of or in connection with the processing of Personal Data, the Customer or Data
Subject and TPS shall first seek to resolve such dispute through negotiation. If the parties are unable
to reach an agreement through negotiation, either party shall have the right to file a lawsuit to a
competent court in Vietnam for resolution.

Article 12. Implementation Provisions

1. These Personal Data Protection T&Cs form an integral and inseparable part of the contracts,
agreements, undertakings and other documents entered into between the Customer or Data
Subject and TPS, and apply to all Personal Data processed throughout the establishment,
performance and termination of the relationship between the Customer or Data Subject and TPS.

2. In the event of any inconsistency between these Personal Data Protection T&Cs and any other
contracts, agreements, undertakings or documents entered into between TPS and the Customer
or Data Subject in relation to the processing of Personal Data, these Personal Data Protection
T&Cs shall prevail with respect to the protection and processing of Personal Data.

3. If the Customer or Data Subject has any comments, requests, objections or suggestions relating
to the processing of Personal Data, the Customer or Data Subject may contact TPS through its
transaction locations, Customer care channels or other contact methods published by TPS on its
website at https://tpbs.com.vn/vi/lien-he for guidance, support and resolution of such matters./.
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